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Background

Introduction
This document Ð The Open Group¨ Certification for People: DPBoKª Conformance Requirements
(Level 1) Ð is an integral part of The Open Group¨ Certification for People Program (the Program).
Defined terms herein are in addition to definitions in the DPBoK Program Configuration document.

This document defines the requirements for certification of individuals within the Program, which in
turn form the learning requirements for Accredited Training Courses.

Terminology and Definitions
This table defines terms or clarifies the meaning of words used within this document. Where an
acronym is also used, it is provided in parentheses.

Term Definition

Accredited Training Course (ATC) A training course, operated by a third party, that has
successfully completed the accreditation process and which
is listed in the register of Accredited Training Courses on the
Certification AuthorityÕs website.

Body of Knowledge (BoK) The set of information within the subject area of which a
Candidate is expected to have understanding in order to
achieve certification within the Program.

Candidate A person seeking certification.

Certification Authority The organization that manages the day-to-day operations of
the Program. The Open Group is the Certification Authority
for the Program.

Certification System Deficiency (CSD) An agreed error in the Certification System that is inhibiting
the certification process. A Certification System Deficiency is
one possible outcome of a Problem Report.

Examination Provider The organization(s) contracted by The Open Group to
provide and administer The Open Group examinations.

Key Learning Point (KLP) A self-contained learning object, derived from the Body of
Knowledge, typically ranging from 2 to 15 minutesÕ study
time.

Background Introduction
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Term Definition

Learning Outcome What the Candidate should know, understand, or be able to
do on completion of learning about one or more Key
Learning Points. Each Learning Outcome should have at
least one Key Learning Point reference and define the depth
of knowledge required for each Key Learning Point.

Learning Unit A related set of Learning Outcomes. It is expected that a
Learning Unit would equate to between 30 and 90 minutes'
of taught learning equivalence.

Specification Authority (SA) The Open Group Digital Practitioners Work Group, or its
successor, which is responsible for developing, maintaining,
and interpreting the Certification Policy, Conformance
Requirements, Accreditation Policy, and Accreditation
Requirements of the Program.

Terminology and Definitions Background
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Conformance Terminology
The Conformance Requirements by certification level are specified as sets of Learning Units. To
achieve certification for a given level, Candidates must complete the applicable Learning Units and
successfully pass the corresponding Indicator of Compliance (see Indicators of Compliance ).

The definition of the Learning Units does not dictate the structure, order, or time duration that topics
should be taught in an Accredited Training Course. Training organizations are free to structure their
courses as they see fit, so long as Candidates have the mandatory Learning Outcomes at the end of a
course for the target certification level.

Learning Unit Format
Each Learning Unit has a UNIT number and a short descriptive name for the Learning Unit.

It should contain the following:

Purpose

A succinct statement of the purpose of the Learning Unit, including a high-level Learning Outcome.

KLP Reference

One or more high-level references for the Learning Unit mapping to the Body of Knowledge. This is
required for traceability. In addition, each Learning Outcome has a KLP reference for the specific
section within the Body of Knowledge.

The full version of this document contains hot links to the Body of Knowledge which is contained in an
appendix.

Learning Outcomes

Candidate Learning Outcome Statements consist of one or more statements about what the Candidate
is expected to have learned by completing the Learning Unit. Each statement includes an identifier
(ID), the description of the outcome, the BloomÕs taxonomy level (see BloomÕs Taxonomy), and the KLP
reference.

A specific term is used to define the depth of learning for the description, from low to high as follows:

¥ Identify Ð name one or more items

¥ List Ð name multiple items

¥ Define Ð provide a definition of a term

¥ Demonstrate Ð describe and explain a concept or term

¥ Describe/State Ð provide a description of or statement for a concept or item; give a factual
statement

Conformance Terminology Learning Unit Format
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¥ Explain Ð provide a description with rationale

¥ Discuss Ð the ability to write logically about a topic

¥ Justify Ð demonstrate the correctness of an assertion through a written discussion

Learning Unit Format Conformance Terminology
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0. Learning Unit "An Introduction to the DPBoK
Standard"

Purpose
The purpose of this Learning Unit is to introduce the DPBoK Standard. It will provide the Candidate
with a first introduction to key concepts such as Digital Transformation, Digital-First, and also the
structure of the Body of Knowledge.

KLP Reference
KLPs from Chapter 2, Definitions , Chapter 3, Digital Transformation , Chapter 5, Structure of the Body of
Knowledge .

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-what-is-digital-
transformation

Describe what Digital
Transformation is

1_Remembering Section 3.2, ÒDigital
Transformation as StrategyÓ

LO-digital-first Explain what a Digital-First
culture is

2_Understanding Section 3.3, ÒWhat is
Digital?Ó

LO-key-terminology Define the terms Digital
Enterprise, Digital
Technology, Digital
Transformation,
Digitalization, Digitization

1_Remembering Chapter 2, Definitions

LO-7-levers List the Seven Levers of
Change

1_Remembering Section 3.4, ÒSeven Levers of
ChangeÓ

LO-four-contexts List the four contexts of the
DPBoK structure

1_Remembering Section 5.2, ÒFour ContextsÓ

LO-context-I-
overview

Describe briefly Context I:
Individual/Founder

1_Remembering Section 5.3, ÒContext
SummariesÓ

LO-context-II-
overview

Describe briefly Context II:
Team

1_Remembering Section 5.3, ÒContext
SummariesÓ

LO-context-III-
overview

Describe briefly Context III:
Team of Teams

1_Remembering Section 5.3, ÒContext
SummariesÓ

0. Learning Unit "An Introduction to the DPBoK Standard" Purpose
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ID Description BloomÕs Level KLP Reference

LO-context-IV-
overview

Describe briefly Context IV:
Enduring Enterprise

1_Remembering Section 5.3, ÒContext
SummariesÓ

Learning Outcomes 0. Learning Unit "An Introduction to the DPBoK Standard"
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1. Learning Unit "Digital Value"

Purpose
The purpose of this Learning Unit is to help the Candidate understand the basic concepts employed by
the digital practitioner, such as: Why do people want digital, computing, or IT services? What are the
general outlines of their structure? How do they come into being? How are they changed over time?

KLP Reference
KLPs from Section 6.1.1, ÒDigital FundamentalsÓ .

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-dig-val-fund Describe the ways in which
digital systems generate
value

1_Remembering Section 6.1.1, ÒDigital
FundamentalsÓ

LO-dig-sys-
positioning

Describe approaches for
positioning a digital offering

1_Remembering Section 6.1.1.1.1,
ÒPositioning Digital
ProductsÓ

LO-perspectives Describe the perspectives of
consumer, customer, and
sponsor in a digital context

1_Remembering Section 6.1.1.1.2, ÒDefining
Consumer, Customer, and
SponsorÓ

LO-dig-stack Describe the concept of the
digital or IT stack

1_Remembering Section 6.1.1.3, ÒThe Digital
StackÓ

LO-moment-of-truth Explain the attitude of the
typical user towards digital
technology, in terms of the
"moment of truth" as
related to the digital or IT
stack

2_Understanding Section 6.1.1.3.1, ÒThe
Moment of TruthÓ

LO-dig-lifecycle Describe the concept of the
digital lifecycle

1_Remembering Section 6.1.1.4, ÒThe Digital
LifecycleÓ

LO-iteration Describe the role of
iteration in the IT lifecycle

1_Remembering Section 6.1.1.4.1, ÒThe
Essential States of the
Digital ProductÓ

1. Learning Unit "Digital Value" Purpose
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ID Description BloomÕs Level KLP Reference

LO-3-ways-devops Describe the "Three Ways of
DevOps"

1_Remembering Section 6.1.1.4.2, ÒThe Three
Ways of DevOpsÓ

Learning Outcomes 1. Learning Unit "Digital Value"
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2. Learning Unit "Digital Infrastructure"

Purpose
The purpose of this Learning Unit is to help the Candidate understand the overall capabilities of digital
infrastructure and initial concerns for its effective, efficient, and secure operation.

KLP Reference
KLPs from Section 6.1.2, ÒDigital InfrastructureÓ .

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-computing Describe the basic
components of
computing platforms as
the infrastructure for a
digital service

1_Remembering Section 6.1.2.1,
ÒComputing and
Information PrinciplesÓ

LO-virtualization Describe the basic
concepts of
virtualization

1_Remembering Section 6.1.2.2.1,
ÒVirtualization BasicsÓ

LO-virt-econ Explain why
virtualization is
economically attractive
in some cases

2_Understanding Section 6.1.2.2.2,
ÒVirtualization and
EfficiencyÓ

LO-cloud Describe the basic types
of cloud computing

1_Remembering Section 6.1.2.3, ÒCloud
ServicesÓ

LO-version-control Describe the importance
of version control

1_Remembering Section 6.1.2.4.3,
ÒVersion ControlÓ

LO-version-control-
types

Describe the basic types
of version control

1_Remembering Section 6.1.2.4.3,
ÒVersion ControlÓ

LO-describe-version-
control

Describe the concept of
version control

1_Remembering Section 6.1.2.4.3,
ÒVersion ControlÓ

LO-describe-source-
control

Describe the concept of
source control

1_Remembering Section 6.1.2.4.4, ÒSource
ControlÓ

LO-describe-package-
management

Describe the concept of
package management

1_Remembering Section 6.1.2.4.5,
ÒPackage ManagementÓ

2. Learning Unit "Digital Infrastructure" Purpose
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ID Description BloomÕs Level KLP Reference

LO-infracode-definitions Describe the concept of
configuration
management

1_Remembering Section 6.1.2.4.6,
ÒDeployment
ManagementÓ

LO-infracode-basic Describe a basic
"infrastructure as code"
example

1_Remembering Section 6.1.2.4.2,
ÒInfrastructure as CodeÓ

LO-deployment-mgmt Describe the differences
between the imperative
and declarative
approaches with respect
to configuration and
deployment
management

1_Remembering Section 6.1.2.4.7,
ÒImperative and
Declarative ApproachesÓ

LO-common-infra-sec-
controls

List security controls
relevant to both on-
premise and cloud
security

1_Remembering Section 6.1.2.5.1,
ÒCommon security
practicesÓ

Learning Outcomes 2. Learning Unit "Digital Infrastructure"
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3. Learning Unit "Application Delivery"

Purpose
The purpose of this Learning Unit is to help the Candidate understand the fundamental objectives and
activities of application development.

KLP Reference
KLPs from Section 6.1.3, ÒApplication DeliveryÓ .

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-app-def Define Òapplication" in
current digital practice

1_Remembering Section 6.1.3, ÒApplication
DeliveryÓ

LO-app-dev-phases Describe the basic phases of
application development
aka  the "SDLC"

1_Remembering Section 6.1.3.1, ÒApplication
BasicsÓ

LO-agile-practices Identify the four values of
the Agile Manifesto

1_Remembering Section 6.1.3.2.2, ÒOrigins
and Practices of Agile
DevelopmentÓ

LO-contrast-
waterfall-to-agile

Contrast the main
differences between
"waterfall" and "Agile"

2_Understanding Section 6.1.3.2, ÒAgile
Software DevelopmentÓ

LO-refactoring Describe refactoring 1_Remembering Section 6.1.3.3.4,
ÒRefactoring and technical
debtÓ

LO-devops-pipeline Describe the major
components of a simple
continuous delivery
pipeline

1_Remembering Section 6.1.3.3, ÒDevOps
Technical PracticesÓ

LO-cloud-native-
systems

Describe the properties of
cloud-native systems

1_Remembering Section 6.1.3.4.2, ÒCloud-
native developmentÓ

LO-12-factor Describe importance of 12-
factor development
practices

1_Remembering Section 6.1.3.4.3, Ò12-factor
approach to application
developmentÓ

3. Learning Unit "Application Delivery" Purpose

DPBoKª Conformance Requirements (Level 1) 13



ID Description BloomÕs Level KLP Reference

LO-app-sec Describe what application
security includes

1_Remembering Section 6.1.3.5, ÒSecuring
Applications and Digital
ProductsÓ

LO-Context-I-
components

List the functional
components associated with
Context I

1_Remembering Section 6.1.4.1,
ÒArchitectural ViewÓ

Learning Outcomes 3. Learning Unit "Application Delivery"
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4. Learning Unit "Product Management"

Purpose
The purpose of this Learning Unit is to help the Candidate understand why product management is
formalized as a company or team grows.

KLP Reference
KLPs from Section 6.2.1, ÒProduct ManagementÓ.

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-prod-mgmt-def Describe product
management

1_Remembering Section 6.2.1.1.1, ÒDefining
Product ManagementÓ

LO-process-project-
product-mgt-key-
diffs

Describe the key differences
between process, project,
and product management
in the context of digital
services and systems

1_Remembering Section 6.2.1.1.1, ÒDefining
Product ManagementÓ

LO-formal-prod-disc Describe the purpose and
role of formal product
discovery techniques

1_Remembering Section 6.2.1.2.1,
ÒFormalizing Product
DiscoveryÓ

LO-scrum Describe the roles,
activities, and artifacts on a
Scrum team

1_Remembering Section 6.2.1.4.3, ÒScrumÓ

LO-design-discovery List product discovery
approaches

1_Remembering Section 6.2.1.2, ÒProduct
DiscoveryÓ

LO-hippo-v-data-
driven

Compare and contrast
subjective ("HiPPO")
approaches with data-
driven, experimental
approaches to product
strategy

2_Understanding Section 6.2.1.2.1,
"Formalizing Product
Discovery"

4. Learning Unit "Product Management" Purpose
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ID Description BloomÕs Level KLP Reference

LO-amazons-prod-
focus-approach

Summarize AmazonÕs
approach to establishing a
product focus throughout
its organization, in terms of
externalization, small cross-
functional teams, and APIs

2_Understanding Section 6.2.1.1.3,
ÒProductization as a
Strategy at AmazonÓ

LO-psych-safety Identify the most significant
predictor of team
performance

1_Remembering Section 6.2.1.4.1, ÒThe
Concept of CollaborationÓ

LO-prod-planning-
fallacy

Describe the planning
fallacy

1_Remembering Section 6.2.1.5, ÒProduct
PlanningÓ

LO-progressive-
specification

Define progressive
specification in the context
of backlog management

1_Remembering Section 6.2.1.5.2, ÒBacklog,
Estimation, and
PrioritizationÓ

Learning Outcomes 4. Learning Unit "Product Management"
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5. Learning Unit "Work Management"

Purpose
The purpose of this Learning Unit is to help the Candidate understand the key concerns and practices
of work management as a team increases in size.

KLP Reference
KLPs from Section 6.2.2, ÒWork ManagementÓ.

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-work-
management-key-q

Describe the critical
questions that work
management addresses

1_Remembering Section 6.2.2, ÒWork
ManagementÓ

LO-kanban-key-
practices

Describe the key practices
of Lean

1_Remembering Section 6.2.2.1.1, ÒLean
BackgroundÓ

LO-concepts-lean-
prod-dev

Describe key characteristics
of Lean Product and Process
Development

1_Remembering Section 6.2.2.2, ÒLean
Product DevelopmentÓ

LO-key-concerns-of-
Lean

Describe key concerns of
Lean

1_Remembering Section 6.2.2.1, ÒWork
Management and LeanÓ

LO-importance-of-
work-management

Explain the importance of
work management

2_Understanding Section 6.2.2.1, ÒWork
Management and LeanÓ

LO-importance-of-
limiting-wip

Explain the importance of
limiting work in progress to
Kanban

2_Understanding Section 6.2.2.1.1, ÒLean
BackgroundÓ

LO-wip-as-
differentiator

Identify invisible work in
process as a differentiator
between lean product
development and
manufacturing- oriented
lean management

1_Remembering Section 6.2.2.2, ÒLean
Product DevelopmentÓ

5. Learning Unit "Work Management" Purpose
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ID Description BloomÕs Level KLP Reference

LO-hierarchy-of-
concerns-in-the-
Reinertsen-flow-
model

Describe the hierarchy of
concerns in the Reinertsen
flow model

1_Remembering Section 6.2.2.2, ÒLean
Product DevelopmentÓ

LO-basic-workflow Describe the common
characteristics of work
management systems

1_Remembering Section 6.2.2.3, ÒWorkflow
ManagementÓ

LO-reinforcing-and-
balancing-feedback

Describe reinforcing and
balancing feedback

1_Remembering Section 6.2.2.5, ÒSystems
Thinking and FeedbackÓ ,
Section 6.2.2.5.1, ÒA Brief
Introduction to FeedbackÓ ,
Section 6.2.2.5.2, ÒWhat does
Systems Thinking Have to
do with IT?Ó, Section
6.2.2.5.3, ÒReinforcing
Feedback: The Special Case
Investors WantÓ

LO-feedback-within-
digital-and-IT-
management

Contrast balancing from
reinforcing feedback

1_Remembering Section 6.2.2.5, ÒSystems
Thinking and FeedbackÓ

Learning Outcomes 5. Learning Unit "Work Management"
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6. Learning Unit "Operations Management"

Purpose
The purpose of this Learning Unit is to help the Candidate understand basic concepts and practices of
operations management in a digital/IT context.

KLP Reference
KLPs from Section 6.2.3, ÒOperations ManagementÓ .

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-ops-v-dev Explain the differences
between operations and
development work

2_Understanding Section 6.2.3.1, ÒDefining
Operations ManagementÓ

LO-monitoring Describe basic approaches
to monitoring and event
management

1_Remembering Section 6.2.3.2, ÒMonitoring
and TelemetryÓ

LO-srvc-level Describe the concept of
"service level"

1_Remembering Section 6.2.3.1.2, ÒThe
Concept of ÒService LevelÓÓ

LO-environment-
pipeline

List the series of states
through which new system
functionality sequentially
moves (ÒpromotesÓ)
through to gain confidence
before changing the state of
the production system

1_Remembering Section 6.2.3.1.4,
ÒEnvironmentsÓ

LO-monitoring-
purpose

Explain the purpose of
monitoring digital systems

2_Understanding Section 6.2.3.2.1,
ÒMonitoring TechniquesÓ

LO-cap-and-perf-
mgt-concerns

Describe the concerns of
capacity and performance
management

1_Remembering Section 6.2.3.2.5, ÒCapacity
and Performance
ManagementÓ

LO-ops-response Describe components and
communication channels of
operational response

1_Remembering Section 6.2.3.3, ÒOperational
ResponseÓ

6. Learning Unit "Operations Management" Purpose
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ID Description BloomÕs Level KLP Reference

LO-ops-processes List the basic operational
processes

1_Remembering Section 6.2.3.3.2,
ÒOperational Process
EmergenceÓ

LO-ops-demand Identify the focus of
operations-driven demand

1_Remembering Section 6.2.3.4, ÒOperations-
Driven Product DemandÓ

LO-CAP-principle Describe the CAP principle 1_Remembering Section 6.2.3.4.1, ÒThe CAP
PrincipleÓ

LO-solving-for-cap-
trade-offs

Describe the main technical
approaches for solving CAP
trade-offs along the various
AKF axes

1_Remembering Section 6.2.3.4.2, ÒThe AKF
Scaling CubeÓ

Learning Outcomes 6. Learning Unit "Operations Management"
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7. Learning Unit "Coordination and Process"

Purpose
The purpose of this Learning Unit is to help the Candidate understand how to coordinate as the
organization grows into multiple teams and multiple products.

KLP Reference
KLPs from Section 6.3.1, ÒCoordination and ProcessÓ.

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-multi-team Describe the factors
relevant to an
organizationÕs
differentiation into a
multiple-team structure

1_Remembering Section 6.3.1.1,
ÒCoordination Principles
and TechniquesÓ

LO-dependencies-
coord

Describe dependencies,
coordination, and their
relationship

1_Remembering Section 6.3.1.1.2, ÒA Deeper
Look at DependenciesÓ

LO-delivery-models-
and-coord

Explain the relationship of
delivery models to
coordination

2_Understanding Section 6.3.1, ÒCoordination
and ProcessÓ

LO-process-mgt-
strengths-
weaknesses-wrt-
coord

Explain process
management and its
strengths and weaknesses
as a coordination
mechanism

2_Understanding Section 6.3.1.2.4, ÒProcess
Management as
CoordinationÓ

LO-segmenting-team Describe the basic scaling
scenario of segmenting one
product into multiple teams

1_Remembering Section 6.3.1.1,
ÒCoordination Principles
and TechniquesÓ

LO-structural-
coordination-
mechanisms

Describe structural
mechanisms for
coordination

1_Remembering Section 6.3.1.1,
ÒCoordination Principles
and TechniquesÓ

7. Learning Unit "Coordination and Process" Purpose
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ID Description BloomÕs Level KLP Reference

LO-coord-strategies List the various
coordination strategies as
described by Strode

1_Remembering Section 6.3.1.2,
ÒCoordination, Execution,
and the Delivery ModelsÓ

LO-release-trains-as-
coord

Explain product release
trains as a coordination
mechanism

2_Understanding Section 6.3.1.2.1, ÒProduct
Management Release
TrainsÓ

LO-process-
motivations

Explain the need for
formalized process
management

2_Understanding Section 6.3.1.3, ÒProcess
ManagementÓ

LO-lean-value-
streams

Describe the concept of
value stream in the Lean
context

1_Remembering Section 6.3.1.3, ÒProcess
ManagementÓ

LO-efficiency-vs-
effectiveness

Contrast efficiency and
effectiveness

2_Understanding Section 6.3.1.4, ÒProcess
Control and Continuous
ImprovementÓ

LO-empirical-
process-control-wrt-
Scrum

Explain the importance of
empirical process control
with respect to Scrum

2_Understanding Section 6.3.1.4.6, ÒScrum
and Empirical Process
ControlÓ

Learning Outcomes 7. Learning Unit "Coordination and Process"
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8. Learning Unit "Investment and Portfolio"

Purpose
The purpose of this Learning Unit is to help the Candidate understand aspects of IT investment and
portfolio management, including finance, sourcing, portfolio management, service catalogs, and
project management.

KLP Reference
KLPs from Section 6.3.2, ÒInvestment and PortfolioÓ .

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-financial-mgmt Describe traditional and
next-generation IT finance
practices

1_Remembering Section 6.3.2.1, ÒFinancial
Management of Digital and
ITÓ

LO-sourcing Define the concept of Digital
/ IT sourcing

1_Remembering Section 6.3.2.2, ÒDigital
Sourcing and ContractsÓ

LO-sourcing-scaling Identify reasons why
organizations start to be
more attentive to sourcing
as they scale up

2_Understanding Section 6.3.2.2, ÒDigital
Sourcing and ContractsÓ

LO-Cloud-sourcing Identify pros and cons for
Cloud sourcing

1_Remembering Table 18, ÒCloud Sourcing
Pros and ConsÓ

LO-feature-
component

Compare and contrast
features versus components
in the context of portfolio
management

2_Understanding Section 6.3.2.3, ÒPortfolio
ManagementÓ

LO-product-
portfolio-backlog

Explain the difference
between product and
portfolio backlogs

2_Understanding Section 6.3.2.3.2, ÒEpics and
New ProductsÓ

LO-svc-catalog Describe uses of the Service
or Digital Product Catalog

1_Remembering Section 6.3.2.4, ÒThe Digital
Product or Service CatalogÓ

LO-KLP-project-
mgmt

Describe the decline of the
traditional approach to IT
projects

1_Remembering Section 6.3.2.5, ÒProject
ManagementÓ

8. Learning Unit "Investment and Portfolio" Purpose
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ID Description BloomÕs Level KLP Reference

LO-planning-
estimation

Explain the key concerns of
planning and estimation as
the scope of work expands

2_Understanding Section 6.3.2.3.3, ÒLarger-
Scale Planning and
EstimatingÓ

Learning Outcomes 8. Learning Unit "Investment and Portfolio"
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9. Learning Unit "Organization and Culture"

Purpose
The purpose of this Learning Unit is to help the Candidate understand various aspects of
organizational structure, human resources, and cultural factors, as an organization goes through the
"team of teams" transition.

KLP Reference
KLPs from Section 6.3.3, ÒOrganization and CultureÓ .

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-trad-v-product-
team

Describe an example of a
traditional IT structure
versus a product-aligned
organization

1_Remembering Section 6.3.3.1, ÒThe Basic
Organizational ConflictÓ

LO-four-major-org-
forms

Describe the four major
organizational forms and
their pros and cons

1_Remembering Section 6.3.3.3.3, ÒThe
Continuum of
Organizational FormsÓ

LO-hiring Describe basic hiring
concerns and risks from a
digital management
perspective

1_Remembering Section 6.3.3.5, ÒIT Human
Resources ManagementÓ

LO-perf-mgt-
updated-approaches

Describe updated
approaches for
performance management

1_Remembering Section 6.3.3.5.6,
ÒAccountability and
PerformanceÓ

LO-culture Describe approaches for
describing and assessing
culture in digital
organizations

1_Remembering Section 6.3.3.6, ÒWhy
Culture MattersÓ

LO-commanders-
intent

Explain the importance of
"commanderÕs intent"

2_Understanding Section 6.3.3.6.2, ÒSchneider
and WestrumÓ

9. Learning Unit "Organization and Culture" Purpose
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ID Description BloomÕs Level KLP Reference

LO-avoiding-
secondary-artifacts

Explain the problem of
over-specifying cognitively
demanding secondary
artifacts to be processed in
large batches of work
between process silos

2_Understanding Section 6.3.3.7.2,
ÒObservations on the
FrameworksÓ

Learning Outcomes 9. Learning Unit "Organization and Culture"
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10. Learning Unit "Governance, Risk, Security,
and Compliance"

Purpose
The purpose of this Learning Unit is to help the Candidate understand the core aspects of governance,
risk, security, and compliance, as an organization operates at enterprise scale.

KLP Reference
KLPs from Section 6.4.1.1, ÒGovernanceÓ.

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-gov-mgmt Explain the relationship
between governance and
management

2_Understanding Section 6.4.1.1,
ÒGovernanceÓ

LO-define-risk Define risk 1_Remembering Section 6.4.1.3, ÒRisk and
Compliance ManagementÓ

LO-risk-
management

Explain the risk
management process and
its activities

2_Understanding Section 6.4.1.3, ÒRisk and
Compliance ManagementÓ

LO-assurance Describe assurance 1_Remembering Section 6.4.1.4, ÒAssurance
and AuditÓ

LO-assurance-audit Explain the relationship
between assurance and
audit

2_Understanding Section 6.4.1.4, ÒAssurance
and AuditÓ

LO-security Describe security as a form
of applied risk management

1_Remembering Section 6.4.1.5, ÒSecurityÓ

LO-security-basic-
terms

Identify the basic security
terms vulnerability, threat
agent, threat, risk, control,
exposure, safeguard

1_Remembering Section 6.4.1.5, ÒSecurityÓ

LO-compliance Describe key components of
compliance

1_Remembering Section 6.4.1.3.2,
ÒComplianceÓ

10. Learning Unit "Governance, Risk, Security, and Compliance" Purpose
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ID Description BloomÕs Level KLP Reference

LO-evolving-
governance

Explain how governance is
retaining its core concerns
while evolving in light of
Digital Transformation

2_Understanding Section 6.4.1.6, ÒDigital
GovernanceÓ

LO-digital-
governance

Identify automation
techniques relevant to
supporting governance
objectives throughout the
digital delivery pipeline

1_Remembering Section 6.4.1.6, ÒDigital
GovernanceÓ

Learning Outcomes 10. Learning Unit "Governance, Risk, Security, and Compliance"
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11. Learning Unit "Information Management"

Purpose
The purpose of this Learning Unit is to help the Candidate understand the basic aspects of information
and data management on a large scale. This involves the establishment of formal governance, control,
and management techniques for information.

KLP Reference
KLPs from Section 6.4.2, ÒInformation ManagementÓ .

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-info-mgmt Describe the fundamental
value of information
management

1_Remembering Section 6.4.2.1, ÒInformation
and ValueÓ

LO-data-modeling Describe the common forms
of data modeling

1_Remembering Section 6.4.2.2.2.3, ÒData
ModelingÓ

LO-system-of-record Describe the concept of
system of record

1_Remembering Section 6.4.2.2.3.1, ÒData
Integration and the ÒSystem
of RecordÓÓ

LO-ontology-
vocabularly

Describe the concepts of
ontology and controlled
vocabulary

1_Remembering Section 6.4.2.2.2.2, ÒThe
Ontology ProblemÓ

LO-data-quality Describe goals and practices
of data quality

1_Remembering Section 6.4.2.2.3.4, ÒData
QualityÓ

LO-records-mgmt Describe roles and the
importance of enterprise
records management

1_Remembering Section 6.4.2.2.4, ÒEnterprise
Records ManagementÓ

LO-data-mgmt Identify data management
functions from the DMBoK

1_Remembering Section 6.4.2.2, ÒEnterprise
Information ManagementÓ

LO-Agile-data Describe techniques and
perspectives for reconciling
Agile methods with
information management

1_Remembering Section 6.4.2.4, ÒAgile
Information ManagementÓ

11. Learning Unit "Information Management" Purpose
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12. Learning Unit "Architecture"

Purpose
The purpose of this Learning Unit is to help the Candidate understand key practices and methods for
managing complexity using Enterprise Architecture.

KLP Reference
KLPs from Section 6.4.3, ÒArchitectureÓ.

Learning Outcomes
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-arch-val Describe the value of
architecture

1_Remembering Section 6.4.3.1, ÒWhy
Architecture?Ó
Section 6.4.3.1.3, ÒThe Value
of Enterprise ArchitectureÓ

LO-arch-staff Explain architecture as a
staff function and the
implications of that
positioning

2_Understanding Section 6.4.3.1.2.1,
ÒArchitecture as Staff
FunctionÓ

LO-arch-prac Describe basic architectural
practices

1_Remembering Section 6.4.3.2,
ÒArchitecture PracticesÓ

LO-visualization Explain the importance of
visual modeling

2_Understanding Section 6.4.3.2.3, ÒModeling
and VisualizationÓ

LO-arch-repos Describe the purpose and
capabilities of architecture
repositories

1_Remembering Section 6.4.3.2.4,
ÒRepositories and
Knowledge ManagementÓ

LO-arch-persp Identify architecture
perspectives (Data, Process,
Capability)

1_Remembering Section 6.4.3.3,
ÒArchitecture DomainsÓ

LO-arch-disciplines Identify architecture
disciplines (Business,
Application, Technology)

1_Remembering Section 6.4.3.3,
ÒArchitecture DomainsÓ

Purpose 12. Learning Unit "Architecture"
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ID Description BloomÕs Level KLP Reference

LO-agile-arch Explain the friction
between Agile and
architecture, and
techniques for resolving it

2_Understanding Section 6.4.3.4, ÒAgile and
ArchitectureÓ

12. Learning Unit "Architecture" Learning Outcomes
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13. Learning Unit "DPBoK Certification"

Purpose
The purpose of this Learning Unit is to help the Candidate understand the DPBoK certification
program. (Note that this is a non-examinable  Learning Unit.)

KLP Reference
The Open Group Certification for People: DPBoKª Program Configuration.

Learning Outcome
The Candidate must be able to:

ID Description BloomÕs Level KLP Reference

LO-DPBoK-
certification

Explain the DPBoK
certification program

2_Understanding Not Applicable

Purpose 13. Learning Unit "DPBoK Certification"
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Indicators of Compliance
The Indicators of Compliance for the Program are The Open Group examinations.

The descriptions of the examinations for each applicable level are maintained by the Certification
Authority and displayed on The Open Group website. This includes a description of the examination
type (for example, simple multiple choice, complex scenario, etc.), the number of questions, the
duration, supervision requirements, whether an examination is open book, the pass score, the
language(s) in which the examination is offered, and the pre-requisites for taking the examination.

Indicators of Compliance
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Rationale
This section contains informative rationale.

Bloom’s Taxonomy
The terms used to define the depth of learning are drawn from BloomÕs Taxonomy.

BloomÕs Taxonomy Level Cognitive Dimension Examples of Action
Verbs

Lower-order Learning
Skills

1 Remembering Identify, define, list,
describe, É

2 Understanding Explain, summarize,
compare, contrast, É

3 Applying Apply, illustrate,
interpret, É

Higher-order Learning
Skills

4 Analyzing Analyze, classify,
distinguish, É

5 Evaluating Evaluate, justify É

6 Creating Construct, design, plan
É

Learning Levels
The learning levels that need to be addressed for this certification range from 1 to 2. The following
table shows examples of learning activities for each (Bloom) learning level.

Level Cognitive Dimension Examples of Learning
Activities

1 Remembering Lecture, video-clip, examples,
illustrations, metaphors, guided
reading

2 Understanding Interactive lecture, Q&A, group
discussions, tests

3 Applying Practice exercises,
demonstrations, simple projects,
simulations, role play

4 Analyzing Practical (case-based) exercises,
higher-level tests

Rationale BloomÕs Taxonomy
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Level Cognitive Dimension Examples of Learning
Activities

5 Evaluating Project, complex case studies,
appraisals, debating

6 Creating Development of plans, complex
projects, constructing

Learning Levels Rationale
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Appendix: DPBoK™ Core Reference
Material
This appendix is provided so that KLP references in the Learning Outcomes can link to the relevant
section of the Body of Knowledge.

In the event of any discrepancy between text in this appendix and the official DPBoKª documentation,
the DPBoK documentation remains the authoritative version for certification, testing by examination,
and other purposes. The official DPBoK documentation can be obtained online at
pubs.opengroup.org/dpbok/.
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Chapter 1. Introduction

1.1. Objective
This document is intended to assist individuals and organizations who wish to create and manage
product offerings with an increasing digital component, or lead their organization through Digital
Transformation. It is a synthesis of practices and guidance from a wide variety of practitioners and
professional communities active in digital technology. It integrates concepts from diverse sources such
as business model innovation, product research and monetization, behavioral economics, Agile,
DevOps, Enterprise Architecture, organizational development, service management, product
management, data management, operations management, and corporate governance. Through
providing an integrated and rationalized framework, based on notable and proven practices and
perspectives, this document is positioned as leading guidance for digital technology and management
professionals worldwide.

1.2. Overview
This document describes the resources, services, and assets that may be involved in creating and
delivering such experiences. It provides guidance for the Digital Practitioner, whether based in a
traditional "IT" organization, manufacturing unit, sales, customer support, or embedded in a cutting-
edge integrated product team.

1.3. Conformance
Readers are advised to check The Open Group website for any conformance and certification
requirements referencing this standard.

1.4. Terminology
For the purposes of this document, the following terminology definitions apply:

Can

Describes a possible feature or behavior available to the user or application.

May

Describes a feature or behavior that is optional. To avoid ambiguity, the opposite of ÒmayÓ is
expressed as Òneed notÓ, instead of Òmay notÓ.

Shall

Describes a feature or behavior that is a requirement. To avoid ambiguity, do not use ÒmustÓ as an
alternative to ÒshallÓ.

Shall not

Describes a feature or behavior that is an absolute prohibition.

1.1. Objective Chapter 1. Introduction
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Should

Describes a feature or behavior that is recommended but not required.

Will

Same meaning as ÒshallÓ; ÒshallÓ is the preferred term.

1.5. Future Directions
While digital is a fast-evolving field, the intent of this document is to identify the business and
technical practices needed for a digital business, and to stay as independent of the implementation
technology as possible. However, it is expected that this document will need to be revised from time to
time to remain current with both practice and technology. To maintain the coherence of the document
in the face of this evolution, a set of Principles of the DPBoK Standard  have been established.

Chapter 1. Introduction 1.5. Future Directions
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Chapter 2. Definitions
For the purposes of this document, the following terms and definitions apply. Merriam-WebsterÕs
Collegiate Dictionary should be referenced for terms not defined in this section.

Body of Knowledge

A collection of knowledge items or areas generally agreed to be essential to understanding a
particular subject. [Source:ISO/IEC 24773:2008]

Digital Enterprise

An enterprise characterized by: 1. creation of digitalized products or services that are either
delivered fully digitally (e.g., digital media or online banking), or 2. where physical products and
services are obtained by the customer by digital means (e.g., online car-sharing services).

Digital Technology

IT in the form of a product or service that is digitally consumable to create or enable business value.

Digital Transformation

The radical, fundamental change towards becoming a digital enterprise.

Digitalization

The application of digital technology to create additional business value within the primary value
chain of enterprises.

Digitization

The conversion of analog information into digital form.

Process

An ordered, countable set of activities; an event-driven, value-adding sequence that can be
measured and improved.

Chapter 2. Definitions
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Chapter 3. Digital Transformation
This chapter describes Digital Transformation.

3.1. Example Scenario
Consider a scenario wherein an individual is looking to buy a prosthetic limb for her brother. Today
and in the near future she is likely to perform the following activities:

¥ Send a picture of her brother to a limb designer

¥ Use an electronic device to measure the limb

¥ Visualize the design options of the limb with her brother and designer

¥ Get the limb design and connections validated by a specialist several thousand miles from her
home

¥ Select a facility closer to her home for final fitting and delivery

¥ Share the design electronically with the local facility

¥ Complete necessary arrangements with the local facility and the insurance company

¥ Transfer money to the designer and the print facility

¥ Make a reservation and have it honored at the print facility

¥ Use a wayfinding application on a smart device

¥ Watch the limb 3D printed, quality-tested, assembled, and fitted

¥ Make sure the insurance company has paid all parties

¥ And, most importantly, watch her brother light up in delight

Each of these experiences is co-created by her desire for value, and the responses of a set of digital
resources. It also reflects how distance, time, and costs have shrunk while the consumerÕs experience
is increasingly customized and personal.

The resources and capabilities required to deliver such experiences are vast and complex, spanning
mainframe and distributed computers housed in data centers and managed in various ways, including
advanced cloud services. Every individual involved in the design and delivery of these contemporary,
evolving digital technologies is a Digital Practitioner.

3.2. Digital Transformation as Strategy
Jim Fowler, CIO of GE, stated in 2016: "When I am in business meetings, I hear people talk about digital
as a function or a role. It is not. Digital is a capability that needs to exist in every job. Twenty years ago,
we broke e-commerce out into its own organization, and today e-commerce is just a part of the way we
work. ThatÕs where digital and IT are headed; IT will be no longer be a distinct function, it will just be
the way we work. É we have moved to a flatter organizational model with Òteams of teamsÓ who are

Chapter 3. Digital Transformation 3.1. Example Scenario
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focused on outcomes. These are co-located groups of people who own a small, minimal viable product
deliverable that they can produce in 90 days. The team focuses on one piece of work that they will own
through its complete lifecycle É in [the Òback-officeÓ] model, the CIO controls infrastructure, the
network, storage, and makes the PCs run. The CIOs who choose to play that role will not be relevant for
long.Ó cite:[Heller2016]

Digital Transformation is fundamentally a strategy and an operating model change, in which
technological advancements are leveraged to improve human experiences and operating efficiencies,
and to evolve the products and services to which customers will remain loyal. It is the consequence of:

¥ The ability to handle information in the digital form

¥ Using digital technologies to manage the process of creating, capturing, and analyzing information
to deliver perceptive human-machine interaction experience

The modern digital enterprise faces multiple challenges in its transformation to the digital economy.
New technologies (cloud, IoT, machine learning) and new techniques (DPM, reliability engineering,
continuous delivery) both demand attention. This family of guidance will address both aspects.
However, technologies are faster moving, while techniques and practices evolve at a slower pace.

For organizations to cope with this fast technology evolution pace and succeed in this Digital
Transformation, changes should be pervasive through the whole organization. Digital Transformation
as strategy should be aligned with the overall organization context and environment, and should be
derived and sometimes even replace the existing organization strategy.

This strategy shift should encompass the new business and IT disruptive trends, using an outside-in
perspective, and lead the development of new business and operational models connected with digital
technologies and platforms and with the digital economy as a whole.

3.3. What is Digital?
Being "digital", in the sense of digitizing information, is not new. It has existed, arguably, since
Shannon mapped Boolean logic onto electronic circuits cite:[Shannon1938]. This document uses the
definitions defined in Chapter 2, Definitions .

A "digital-first" culture is where the business models, plans, architectures, and implementation
strategies are based on a digital organization architecture that inspires and rewards a number of
desired behaviors, such as servant leadership, strategic value chain thinking, consumer focus, fault
tolerance, agility, and more. It requires a workforce with a sense of psychological safety, digitally savvy
enough to execute a Òdigital-first approach".

As part of this paradigm shift, it is important to have a clear understanding of the existing capabilities,
which can be retired, and the new ones that will be needed. In some cases, organizations may need to
deal with all these changes while keeping their current legacy platform and supporting applications.

3.3. What is Digital? Chapter 3. Digital Transformation
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3.4. Seven Levers of Change
To succeed in todayÕs digital era, organizations will need to consider the following seven levers of
change, as discussed in the White Paper: "The Seven Levers of Digital Transformation"
cite:[Hornford2017]:

¥ Business process transformation

¥ Customer engagement and experience

¥ Product or service digitization

¥ IT and delivery transformation

¥ Organizational culture

¥ Strategy

¥ Business ecosystem

These levers require a fundamental understanding of value creation for both the organization and the
customer. They equip businesses with a structure to reduce the number of failed projects, guide
investment decisions, and create a set of products and services designed to seal customer loyalty. For
digital success you will need to assess readiness, actively include your people, measure and govern for
value - not activities performed, develop your roadmap top-down, and pivot often with bottom-up
learnings.

The example given at the start of this section is an illustration of the impact of seven levers to the
primary value chain. In the example, some organizations that enabled the experience may be startups,
but others may be more established firms now changing the way they have been operating. The
printing facility, the orthopedic and prosthetic specialist, and even the customer changed their
expectations and ways they used to function. The change has been made possible with the innovations
in digital technologies.

Technology is the glue that connects all players in the ecosystem Ð suppliers, distributors, service
providers, employees, and the customers - and it is a powerful means to building a future-ready
organization. However, it is worth bearing in mind that it is not an end in itself. The seven levers are
symbiotic pillars that amplify the effects of one another.

For an organization to become Agile, change should start with organizational structure and cultural
change Ð the whole organization should be aligned with the Agile view. The new paradigm for an Agile
enterprise should focus on becoming flexible by design: the ability to modify tactics and operations to
respond to changing conditions.

Chapter 3. Digital Transformation 3.4. Seven Levers of Change
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Chapter 4. Principles of the DPBoK Standard

4.1. Guiding Concepts
The content of this document will change over time, but shall remain consistent with these core
guiding concepts:

¥ Comprehensiveness

¥ Currency

¥ Capability-based

¥ Verifiability

¥ Fine-grained and Clinical Terminology

¥ Compatibility with Other Frameworks

¥ Compatibility with Agile Principles

¥ Compatibility with Enterprise Architecture

¥ A Learning Artifact

¥ Developed as a Digital Product

¥ Competency-based Content

¥ Scaling Model as Learning Progression

4.2. Comprehensiveness
This document shall provide comprehensive guidance for the digital and IT professional in his or her
professional contexts, whether market-facing or supporting. It shall address the complete spectrum of
concerns encountered by the digital practitioner, from the initial decision for digital investment
through value discovery, design, construction, delivery, operation, and ongoing evolution. It shall cover
management and organizational development topics of collaboration, coordination, structure, and
culture, in the context of Digital Product Management (DPM). It shall cover sourcing and human
resource management in the digital context. It shall cover Governance, Risk Management, and
Compliance (GRC), data and information management, and architecture. It shall strive to be the Ògo-toÓ
guidance for orienting digital practitioners worldwide to their chosen career.

This document shall demonstrate thorough and current consistency with the principles and practices
of Agile development and related trends, such as continuous delivery, DevOps, Lean Product
Development, Kanban and Lean IT, design thinking in the digital context, SRE, and web-scale
computing. It shall curate notable current guidance while maintaining a neutral and clinical overall
position on controversial topics. It shall serve the digital practitioner by identifying relationships and
overarching themes across this curated Body of Knowledge.

The focus of this document, however, is on longer-lived professional and management practices, not

4.1. Guiding Concepts Chapter 4. Principles of the DPBoK Standard
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the ephemeral aspects of technology. The following should be, in general, discussed primarily by
reference at a level suitable for non-technical audiences:

¥ Technical standards (platforms, protocols, formats, interoperability, etc.)

¥ Specific programming languages and frameworks

The following in general should be avoided, even by reference:

¥ Particular vendors and commercial products (this does not include notable open source products
with demonstrated longevity); if commercial products are mentioned as examples, at least two
examples should be supplied

¥ Specific commercial methodologies (some exceptions to this may exist, such as ITIL and SAFe,
subject to evidence of substantial notability and demonstrated longevity)

Specific technical practices, such as Infrastructure as Code (IaC), virtualization, cloud, and SRE, may be
in scope, to be determined on a case-by-case basis. Broader technical trends such as Internet of Things
(IoT) and cognitive technologies may be discussed, primarily in terms of their impact on technical
practices. (There are many other bodies of work for the practitioner to refer to on such topics.) In
general, this document should not be so technically-neutral and abstract as to appear academic and
irrelevant to the modern Digital Practitioner.

4.3. Currency
This document shall remain current with industry practices and trends, subject to evidence of
notability and reasonable longevity.

4.4. Capability-Based
Much current computing and IT guidance uses the concept of ÒprocessÓ as a fundamental building
block, with various issues:

¥ Inconsistency with the definition of ÒprocessÓ favored by the Business Process Management (BPM)
community cite:[Betz2011]

¥ Promotion of formalized ÒprocessÓ as a primary, preferred coordination and delivery model and
basis for improvement, rather than one mechanism among several

This document should prefer the concept of ÒcapabilityÓ as its fundamental structure, in a definition
consistent with other work of The Open Group. The concept of ÒpracticeÓ may also be used. The
highest-order DPBoK capabilities shall be cross-cutting, large-grained concepts, not to be confused with
organizational functions or processes. They shall be derived and ordered based on a scaling model .
Establishment or alteration of DPBoK capabilities and practices must be evidence-based. This
document shall align with emerging Business Architecture standards in this regard.

Chapter 4. Principles of the DPBoK Standard 4.3. Currency
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4.5. Verifiability
In the computing and digital professions, there is currently a significant and destructive gap between
academic theory and research and industrial practice. This can be corrected. For example, medicine
has a much more productive feedback loop between researchers and practicing clinicians.

In the interest of narrowing this gap, this document shall be verifiable. Its concepts must be well-
grounded, with clear evidence as to their notability. It must not propose concepts or terminology that
have little or no evidence of practical adoption in industry. Its structure, principles, practices, and
concepts must be falsifiable. It shall be open to rational skepticism and criticism and adaptive in the
face of evidence such as surveys, market assessments, analysis of industry narratives and cases, and
simulations of socio-technical systems. It should also demonstrate an awareness of useful academic
research and problem framing.

The principle of verifiability does permit for analysis, synthesis, and interpretation. This document
should seek to "add value" to industry understanding wherever possible, but must also remain well-
grounded while doing so.

Finally, this document must not fall into the trap of excessive semantic debate and the fruitless search
for universally applicable abstract ontologies. A framework with recognized inconsistencies but well
grounded in industry domain language is preferable to a perfectly consistent framework based on
conjectural concepts.

4.6. Fine-Grained and Clinical Terminology
Within its capability progression, this document shall strive to employ terminology and concepts that
are fine-grained, precise, objective, well-supported, and clinical. For example, it is helpful to break a
management concern such as Òprocess managementÓ down into lower-level concepts of task ordering
and dependencies, cadence, and synchronization. See, for example, ReinertsenÕs work on ÒManaging
Flow under VariabilityÓ (cite:[Reinertsen2009], Chapter 7).

4.7. Compatibility with Other Frameworks
This document should be to the greatest extent possible compatible with other bodies of knowledge
and frameworks, while still adhering to the previously articulated principles. It should be positioned as
a Òstandard of standardsÓ, with the objective of aligning and bringing a coherent approach to
navigating the currently fragmented information base in the digital industry.

Because other frameworks are large-grained combinations of many concerns, it may not be possible to
be compatible in all regards. This document should seek to interoperate with other frameworks using
fine-grained terminology. For example, rather than asserting consistency with the Project Management
Body of Knowledge¨ (PMBOK¨) as a whole, it is preferable that this document frames its relationship
in terms of components such as investment management, planning, resource allocation, risk
management, and execution. Similarly, rather than characterizing its relationship to ITIL as a whole,
this document should frame its relationship more specifically in terms of the ITIL approaches to

4.5. Verifiability Chapter 4. Principles of the DPBoK Standard
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product management, process management, and continuous improvement.

Where other frameworks cover a topic sufficiently, this document shall not repeat that coverage. The
role of this document is to integrate and synthesize. However, this document shall not overlook or fail
to identify points where its point of view varies from the recommendations of other guidance. In such
cases, it shall do so in a principled fashion based on clear evidence and with specificity as to the nature
of the differences.

Not all sound practice has been formalized through standards. This document may, subject to evidence
of notability, reference the contributions of individuals.

4.8. Compatibility with Agile Principles
Agile software development has emerged as a dominant approach in software-intensive systems
creation, and is expanding its reach and insights into non-software, non-computing fields as well
cite:[Rigby2016, Rigby2018]. There are a variety of principles and perspectives on Agile, starting with
the well-known Agile Manifesto cite:[Alliance2001], furthered by the work of the Agile Alliance.
Commercial Agile frameworks are increasing in number and scope; for example, cite:[Leffingwell2014,
Ambler2012a].

Agile principles can be described in specific and precise ways; AgileÕs history and influence in the
computing profession are broad and notable cite:[Larman2003], and the underlying intellectual
foundations of Agile are robust cite:[Schwaber2002, Reinertsen2009]. Agile describes sound
approaches and practices for product management with a high Research and Development (R&D)
component. Using collaborative, focused, cross-functional teams with iterative, feedback-enhanced
methods is the most effective approach for solving complex problems (as compared to routing
problem-solving work across functional team boundaries with sequential Òphase gatesÓ). Where digital
systems management involves the discovery of information and coping with Òunknown unknownsÓ,
this document shall favor Agile principles.

However, Agile (as a specific set of documented, curated practices) is at its strongest in the cohesive
team context. It does not have the same level of consensus or clarity in larger contexts, and the topic of
Òscaling AgileÓ is controversial in the industry. This document should approach the scaling problem in
part as a problem of coordination, which is a topic of research attention in academia. Scaling issues are
also driven by the organizationÕs approach to internal investment and organizational development, up
to and including culture. Corporate governance must be addressed as well. These are broad topics in
management, with many notable and qualified influences for this document to curate into the digital
context.

4.9. Compatibility with Enterprise Architecture
As part of the paradigm shift to digital, it is important to have a clear understanding of which existing
capabilities can be retired, and which new ones will be needed. In some cases, organizations may need
to deal with all these changes while keeping their current legacy platform and supporting applications.
Integrating new capabilities with existing ones in an effective and efficient way requires a clear
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landscape and overall view of the organization context. This is provided by Enterprise Architecture.
While architecture as a competency area is covered in Competency Area 12, this document should
implicitly reflect its principles throughout:

¥ A systemic view of organizational reality, capabilities, and dependencies

¥ Recognizing and communicating internal and external context, integrating the "outside in" and
"inside out" views

¥ Driving strategic alignment and synergy among organizational components

¥ Enabling innovation while also managing technical debt

This systemic and holistic view can be provided by an Enterprise Architecture capability . Due to the
continuous and rapid evolution of these disruptive trends, however, a shift to a more Agile style in the
Enterprise Architecture capability is also needed. Evolvability should become an Enterprise
Architecture concern that facilitates the modification of the enterpriseÕs products and supporting
operating model while preserving non-functional requirements. An example can be seen in The Open
Group White Paper "Agile Architecture in the Digital Age" .

Enterprise Architecture standards such as the TOGAF Standard, Version 9.2 and the ArchiMate
Specification can be used to achieve this, and should be used along with other practices like Agile,
Lean, and DevOps methodologies mentioned later.

4.10. A Learning Artifact
Participants in developing this document shall recognize their responsibility in developing a learning
artifact. This document may be used in both commercial and academic settings for educating the next
generation of digital practitioners, and assisting Digital Practitioners and leaders in understanding
their challenges and options. This document may in part be expressed as competencies and learning
objectives compatible with BloomÕs taxonomy.

4.11. Developed as a Digital Product
This document itself must exemplify the new practices it describes. It is itself a product entering a
market. It must have:

¥ Clear and broad feedback channels

¥ Clear audience targeting

¥ A defined release cadence

¥ As frictionless and collaborative a development process as possible

¥ A production pipeline automated to the highest degree possible

Its audiences also need to be clearly stated; for example:

¥ Executive

4.10. A Learning Artifact Chapter 4. Principles of the DPBoK Standard
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¥ Management

¥ Technologist

¥ New to workforce

¥ Domain audiences

! Service management

! Architecture

! Information management

4.12. Competency-Based Content
This document shall contain competency-based content, and shall be organized based on the structure
of the 2016 rewrite of the Masters' level Information Systems guidance (MSIS2016) cite:[Topi2016]. It
shall contain:

¥ Contexts (four, ordered by scale; this layer is additional to MSIS2016)

¥ Competency Areas (Chapters)

¥ Competency Categories

¥ Example Competencies

Figure 1. DPBoK Structure

Contexts and Competency Areas contain descriptions and high-level "dimensions" that will list the
expected competency outcomes for the area as a whole.
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Formalized Competency Categories shall be the majority of the standard and shall follow this
structure:

¥ Description statement(s): the Competency Category consists of É

¥ Evidence of Notability statement: the evidence for this competencyÕs importance is É (sources must
be cited)

¥ Limitations: known ways in which the Competency Category can fail, be mis-applied, or lead to
undesired results

¥ Example Competencies: competencies are granular and more transient; a decision will need to be
made as to how "normative" they are. Note that Example Competencies are not the same as
Learning Objectives, especially Learning Objectives that are "Lower Order" Dimensions in BloomÕs
Taxonomy (Remembering, Understanding). They may be based on, or reflect, "Higher Order"
Dimensions in BloomÕs Taxonomy (Applying, Evaluating, Creating). This document follows the
MSIS2016 lead in describing competency as "an integrative concept that brings together [the
learnerÕs] knowledge, skills, and attitudes" cite:[Topi2016(8)].

NOTE
As of the DPBoK Standard, Version 1, competencies are mostly undefined and some
stated dimensions may need further evolution from a learning outcome bias to a true
competency orientation.

¥ Related Competency Categories: the following topic(s) underpin/relate to/depend on this topic

Example

This is an example only and the actual Competency Category for this topic may differ from this.

Context:  Individual

Competency Area:  Infrastructure

Competency Category:  Infrastructure as Code

Description.  Per Kief Morris, "Infrastructure as Code (IaC) is an approach to infrastructure automation
based on practices from software development" cite:[Morris2016]. For example, instead of using an
interactive console to create and configure virtual servers on a one-time basis, an IaC approach would
define the parameters of the desired resources (OS, capacity, software installed) as a text artifact. This
text artifact can then be employed by configuration management tooling to create the infrastructure
consistently.

Evidence. Evidence for this topicÕs importance is pervasive throughout the modern cloud , DevOps,
Agile , and SRE communities. Current examples include the Phoenix Project cite:[Kim2013],
Infrastructure as Code by Kief Morris cite:[Morris2016], and É

Limitations.  Infrastructure as Code may not be possible in certain environments where infrastructure
management platforms are not driven by text artifacts.
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Competency examples. Suggested competencies with reference to current sources are as follows:

¥ Compare and contrast various current approaches for infrastructure as code, such as shell scripts,
declarative configuration management, and open source Cloud-native technologies (e.g., Helm,
CNAB) and define an appropriate approach for a given organization.

¥ Define, deploy, and manage an application as a distributed system across several nodes using
infrastructure as code techniques

Related Topics:

¥ Version Control

¥ Configuration Management

¥ Package Management

¥ Deployment Management

¥ Operations

¥ SRE

End of Example

NOTE

It is expected that the material will have extensive internal cross-referencing. The
above example depends on other Competency Areas, such as source control and
configuration management. Use of pervasive cross-referencing will help with the
inevitable taxonomy debates over "does X belong under Y?".

4.13. Scaling Model as Learning Progression
The sequence or learning progression of any body of knowledge is critical for its transmission and
adoption cite:[Alonzo2012]. Bodies of knowledge are used in part to educate newcomers to a field, and
should reflect an ordering suitable for this purpose. For maximum accessibility, the structure of this
document shall be based on a scaling model, that can be summarized as "from startup to enterprise".

See Models for Learning Progression  in the next chapter.
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Chapter 5. Structure of the Body of Knowledge
This chapter describes how the Body of Knowledge is structured.

5.1. Models for Learning Progression
The term learning progression refers to the purposeful sequencing of teaching and learning expectations
across multiple developmental stages, ages, or grade levels. The term is most commonly used in reference
to learning standards - concise, clearly articulated descriptions of what students should know and be able
to do at a specific stage of their education.  cite:[GreatSchoolsPartnership2013]

If a learning progression starts with overly abstract or remote concerns, it may be less accessible to the
student. Some may dismiss the course of learning as irrelevant, despite the presence of valuable
material further in. In this section we consider a number of models.

Figure 2. Lifecycle Dimension

Lifecycle Approach

Many bodies of knowledge in the digital profession are ordered using a "lifecycle" (planning, designing,
building, running). See Figure 2, ÒLifecycle DimensionÓ . The biggest challenge with the "lifecycle"
concept is that it is easily mistaken for advocacy of sequential, stage-gated, open-loop "waterfall"
development methods. Ordering a standard with "requirements" or "analysis" as an initial section also
raises concerns from an Agile perspective. Professionals oriented to Agile methods deprecate excessive
focus on requirements prior to actual system delivery, preferring instead to deliver "walking skeletons"
or "Minimum Viable Products (MVPs)" in an overall strategy of iterative learning.

Starting with planning is also challenging because planning is an abstract activity and difficult to
formalize. It is an activity that is deeply controversial and scale and organization-dependent, with few
"best practices" and many contrary points of view. When guidance begins with an in-depth discussion
of planning (because that is "where the lifecycle starts"), it risks plunging the student or trainee
immediately into remote concerns that are experienced primarily by senior personnel in larger-scale
organizations.
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Figure 3. Stack Dimension

Stack Approach

Other guidance (e.g., the Zachman¨ Framework for Enterprise Architecture) is based on a "stack" of
abstractions. See Figure 3, ÒStack DimensionÓ. Computer engineers and scientists start "at the bottom"
of the stack, with electrical and electronic engineering, Boolean logic, automata theory, and so forth.
This foundational material is difficult and abstract; not all practitioners need to follow such a learning
progression (although certain fundamentals such as the concept of computability should be
understood at least at a high level by all Digital Practitioners). Conversely, Enterprise Architects are
taught decomposition from business objectives, to data, to applications, to technologies.

Whether bottom-up or top-down, layered approaches to technology have utility, but are also prone to
reductionism; i.e., that a complex system can be understood as "merely an application" of an
underlying layer, or that once a business intent is defined, automating it with a computer is "merely a
matter of execution" in decomposition, design, and implementation.

Scaling Model

For maximum accessibility, a different "on-ramp" is needed to best serve the modern digital
practitioner. The DPBoK structure is based on a scaling model, that can be summarized as "from
startup to enterprise".

Verne Harnish, in the book Scaling Up  cite:[Harnish2014(25-26)], describes how companies tend to
cluster at certain levels of scale. (See Figure 4, ÒOrganizations Cluster at Certain SizesÓ , similar to
cite:[Harnish2014(25)].) Of 28 million US firms, the majority of firms (96%) never grow beyond a
founder; a small percentage emerge as a viable team of 8-12, and even smaller numbers make it to the
stable plateaus of 40-70 and 350-500. The Òscaling crisisÓ is the challenge of moving from one major
level to the next. (Harnish uses the more poetic term ÒValley of Death".) This scaling model, and the
needs that emerge as companies grow through these different stages, is the basis for this documentÕs
learning progression.
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Figure 4. Organizations Cluster at Certain Sizes

It draws from the concepts and research of Robin Dunbar cite:[Dunbar2010] and Verne Harnish
cite:[Harnish2014], Barry BoehmÕs Spiral Model cite:[Boehm1988], Eric Ries' Lean Startup
cite:[Ries2011], Alistair CockburnÕs Walking Skeleton design pattern cite:[Cockburn1996], John GallÕs
heuristic that complex systems always evolve from simpler, functional systems cite:[Gall2012], Scott
AmblerÕs work on Agility@Scale cite:[Ambler2015], and the early Ward Cunningham recommendation:
"Do the simplest thing that could possibly work É if youÕre not sure what to do yet"
cite:[Cunningham2014]. A related approach can be seen in Simon WardleyÕs concepts of
"pioneer/settler/town planner" cite:[Wardley2017]. The book Scale by physicist Geoffrey West
cite:[West2017] provides a useful foundation, based on fundamental physical principles.

The scaling progression can be seen as a third dimension to the previously discussed Stack and
Lifecycle (see Figure 5, ÒScale as Third DimensionÓ ).
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Figure 5. Scale as Third Dimension

A scaling digital startup exposes with great clarity the linkage between IT and Òthe business". The
success or failure of the company itself depends on the adept and responsive creation and deployment
of the software-based systems. The lessons that digital entrepreneurs have learned through this trial
by fire shed great light on ITÕs value to the business. Thinking about a startup allows us to consider the
most fundamental principles as a sort of microcosm, a small laboratory model of the same problems
that the largest enterprises face.

The thought experiment does not limit the DPBoK Standard to entrepreneurial startups. It also may
represent the individualÕs journey through their career in the organization, from individual developer
or engineer, to team lead, to group manager, to senior executive. Or, the journey of an experimental
product within an enterprise portfolio.

The Scaling Model and Enterprise Digital Transformation

Large enterprises may find the scaling model useful in their Digital Transformation execution. By
reviewing each layer of the model, they can identify whether they are sufficiently supporting critical
delivery capabilities. One common problem in the enterprise is the proliferation of processes and
controls at the upper levels (Contexts III and IV), to the point where team collaboration and
cohesiveness (Context II) is degraded.
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5.2. Four Contexts
The DPBoK structure represents four contexts of organizational evolution:

¥ Individual/Founder

¥ Team

¥ Team of Teams

¥ Enduring Enterprise

The thought experiment is as follows:

Take a startup, one or two people in the proverbial garage, or an autonomous "skunkworks" team in a
large enterprise, with a powerful idea for a new product with a large digital component. Assume they
intend to remain self-funding and grow organically (no venture capital acceleration, or large corporate
budget until they have proven their viability). What capabilities do these people need to attract enough
revenue to hire others and form a team?

Suppose they succeed in building a viable concept, and hire a team. What new capabilities does this
organization need? (And, by omission, which can be deferred until further growth?)

Suppose the team grows to the point that it must be divided into multiple teams, or the internal
product is at a point where it must be re-integrated into the enterprise. Again, what new capabilities
are needed? And why?

Suppose that, finally, the organization (or product value stream) grows large enough to have formal
corporate governance, regulation, external audits, and/or relatively long time spans to manage in
terms of its core operating concepts, product portfolio, technology base, and commitments to both
suppliers and customers? What new capabilities are needed?

Criteria of Likely Formalization

Topics shall be selected to each context based on the criteria of likely formalization. For example, it
would be unusual for a two-person startup to establish a formal portfolio management process for
structuring investments; the startup is almost always one unitary investment (perhaps, itself, part of a
larger venture portfolio). It would also be unusual for a small startup to have a formalized risk
management process. Conversely, it would be unusual for an established large organization to not
have a formal portfolio or risk management.

The DPBoK hypothesis is that the conflict between Agile methods and traditional approaches revolves
around the transition from a single, collaborative team to a "team of teams" requiring coordination,
and the eventual institution of architecture and governance practices. The DPBoK shall curate the most
current and relevant industry guidance and academic research on these matters. Providing a rich set
of resources and approaches for solving this problem will be valuable for DPBoK consumers struggling
to integrate collaborative Agile approaches with service management, process management, project
management, architecture, and governance.
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The progression shall be held to the above principle of verifiability . It is expected and hoped that the
concept of likely formalization will be supported by empirical evidence of organizational development
research. Such research might inform further evolution or re-ordering of the proposed capabilities.

Any DPBoK capability may be a concern at any time in an organizationÕs evolution. Security and
architectural thinking are of course required from Day 1. Formalization, however, implies one or more
of the following:

¥ The concern is explicit rather than tacit

¥ Dedicated staff or organization

¥ Defined processes or practices

As with BoehmÕs spiral model, the same concern may be addressed from different perspectives or
contexts in the framework. Attempting to cover all nuances of a given practice area such as
requirements, or release management when it is first encountered in the team context, results in
coverage that is too detailed, bringing in the enterprise context too soon. Advanced discussions or
representations of the framework may include foreshadowing of higher-context concerns (e.g.,
discussion of security or architecture concerns in the Individual/Founder context, pre-formalization).

5.3. Context Summaries

Figure 6. Overview of DPBoK Structure
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Brief summaries of the four levels follow.

Context I: Individual/Founder

The Individual/Founder context represents the bare minimum requirements of delivering digital
value. The governing thought experiment is that of one or two founders of a startup, or an R&D team
with high autonomy (e.g.,"skunkworks") in a larger organization. What are the minimum essential
concerns they must address to develop and sustain a basic digital product?

Proposed capabilities include:

¥ Conception of digital value

¥ Digital infrastructure and related practices; this topic will likely be the most susceptible to the
problem of keeping up with the fast pace of technology evolution

¥ Agile development and continuous delivery practices

The startup thought experiment should be relevant for individuals in organizations of all sizes. The
guidance is not intended for entrepreneurs specifically. Rather, the startup is a powerful frame for
all digital practitioners, as it represents an environment where there can be no distinctions
between "business" and "IT" concerns.

Context II: Team

The collaboration level represents the critical team-level experience. Establishing team collaboration
as a fundamental guiding value is essential to successful digital product development. The insights of
the Agile movement and related themes such as Lean are primary in this context. Competency Areas
include:

¥ Product management

¥ Work execution

¥ Operations

Context III: Team of Teams

The thought experiment here is the "team of teams" (a term borrowed from the title of a well-known
book by General Stanley S. McChrystal cite:[McChrystal2015]). Coordinating across the "team of teams"
is a hard problem. Too often, coordination mechanisms (such as overly process-centric operating
models) degrade team cohesion and performance. The Agile movement can be seen in part as a
reaction to this problem. There is a significant opportunity to compile industry guidance on this topic.
Competency Areas are focused on the required capabilities to ensure alignment and joint execution:

¥ Coordination mechanisms (including process management and ITSM)

¥ Investment and sourcing (including project management)

¥ Organization and cultural factors
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Context IV: Enduring Enterprise

The thought experiment here is "the growing enterprise" and the establishment of additional feedback
mechanisms for steering, managing risk, and assuring performance at scale and over increasing time
horizons and increasingly complex ecosystems:

¥ Governance, risk, security, and compliance

¥ Information management

¥ Architecture and portfolio management
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Chapter 6. The Body of Knowledge

6.1. Context I: Individual/Founder
This is the introduction to Context I.

Context Description

The founder or individual context represents the bare minimum requirements of delivering digital
value. The governing thought experiment is that of one or two founders of a startup, or an R&D team
with high autonomy. What are the minimum essential concerns they must address to develop and
sustain a product in a digital environment? There is little or no concern for process or method.
Approaches and practices are opportunistic and tactical, driven by technical choices such as
programming language, delivery pipeline, and target execution platform.

In this context, the guidance must strike a fine balance between being too applied and technical, versus
being too abstract and theoretical. In the interest of not becoming outdated, much existing guidance
opts for the latter, seeking to provide generic guidance applicable to all forms of technology. However,
this approach encounters issues in topics such as Configuration Management, which is challenging to
abstract from platform and technology particulars. There is no definitive solution to this problem, but
the DPBoK Standard in general should be somewhat more tolerant of real-world examples reflecting
actual digital systems practices, while not becoming overly coupled to particular languages, tools, or
frameworks. Being technology-agnostic ultimately may not be possible.

6.1.1. Digital Fundamentals

There are many ways in which digital systems deliver value. Some systems serve as the modern
equivalent of file cabinets: massive and secure storage for financial transactions, insurance records,
medical records, and the like. Other systems enable the transmission of information around the globe,
whether as emails, web pages, voice calls, video on-demand, or data to be displayed in a smartphone
application (app). Some of these systems support engaged online communities and social interactions
with conversations, media sharing, and even massive online gaming ecosystems. Yet other systems
enable penetrating analysis and insight by examining the volumes of data contained in the first two
kinds of systems for patterns and trends. Sophisticated statistical techniques and cutting-edge
approaches like neural network-based machine learning increase the insights of which our digital
systems are capable, at a seemingly exponential rate.

Digital technology generates value in both direct and indirect ways. Some of the best known uses of
digital technology were and are very indirect Ñ for example, banks and insurance agencies using the
earliest computers to automate the work of thousands of typists and file clerks. More directly, people
have long consumed (and paid for) communication services, such as telephone services. Broadcast
entertainment was a different proposition, however. The consumer (the person with the radio or
television) was not the customer (the person paying for the programming to go out over the airwaves).
New business models sprung up to support the new media through the sale of advertising air time. In
other words, the value proposition was indirect, or at least took multiple parties to achieve: the
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listener, the broadcaster, and the advertiser. This model, originating in the analog era, has carried
through into the digital economy.

From these early business models have evolved and blossomed myriads of creative applications of
digital technology for the benefit of human beings in their ongoing pursuit of happiness and security.
Digital and IT pervades all of the major industry verticals (e.g., manufacturing, agriculture, finance,
retail, healthcare, transportation, services) and common industry functions (e.g., supply chain, human
resources, corporate finance, and even IT itself). Digital systems and technologies also are critical
components of larger-scale industrial, military, and aerospace systems. For better or worse, general-
purpose computers are increasingly found controlling safety-critical infrastructure and serving as an
intermediating layer between human actions and machine response. Robotic systems are based on
software, and the IoT ultimately will span billions of sensors and controllers in interconnected webs
monitoring and adjusting all forms of complex operations across the planet.

6.1.1.1. Digital Context

Description

6.1.1.1.1. Positioning Digital Products

Digital services can be:

¥ Directly market and consumer-facing (e.g., Facebook¨, LinkedIn¨), to be used by external
consumers and paid for by either them or closely associated customers (e.g., Netflix¨, or an online
banking system)

¥ Customer ÒsupportingÓ systems, such as the online system that a bank teller uses when interacting
with a customer; customers do not interact directly with such systems, but customer-facing
representatives do, and problems with such systems may be readily apparent to the end customer

¥ Completely Òback-officeÓ systems (human resources, payroll, marketing, etc.)

Note, however, that (especially in the current digitally transforming market) a service previously
thought of as Òback officeÓ (when run internally) becomes Òmarket-facingÓ when developed as a profit-
seeking offering. For example, a human resources system built internally is Òback officeÓ, but Workday
is a directly market-facing product, even though the two services may be similar in functionality.

In positioning a digital offering, one must consider the likelihood of its being adopted. Is it part of a
broader ÒmovementÓ of technological innovation? Where is the customer base in terms of its
willingness to adopt the innovation? A well-known approach is the idea of " diffusion theoryÓ, first
researched by Everett Rogers and proposed in his Diffusion of Innovations,  cite:[Rogers2003].

Rogers' research proposed the idea of ÒAdopter Categorization on the Basis of InnovativenessÓ, with a
well-known graphic (see Figure 7, ÒTechnology Adoption Categories (Rogers)Ó , similar to
cite:[Rogers2003] Figure 7-3, p.281).
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Figure 7. Technology Adoption Categories (Rogers)

Rogers went on to characterize the various stages:

¥ Innovators: venturesome risk-takers

¥ Early adopters: opinion leaders

¥ Early majority: deliberative, numerous

¥ Late majority: skeptical, also numerous

¥ Laggards: traditional, isolated, conservative

Steve Blank, in The Four Steps to Epiphany  cite:[Blank2013], argues there are four categories for
startups (p.31):

¥ Startups that are entering an existing market

¥ Startups that are creating an entirely new market

¥ Startups that want to re-segment an existing market as a low-cost entrant

¥ Startups that want to re-segment an existing market as a niche player

Understanding which category you are attempting is critical, because Òthe four types of startups have
very different rates of customer adoption and acceptanceÓ.

Another related and well-known categorization of competitive strategies  comes from Michael Treacy
and Fred Wiersma cite:[Treacy1997]:

¥ Customer intimacy

¥ Product leadership

¥ Operational excellence

It is not difficult to categorize well-known brands in this way:
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Table 1. Companies and their Competitive Strategies

Customer Intimacy Product Leadership Operational Excellence

Nordstrom Apple Dell Technologies

Home Depot Nike Wal-Mart

However, deciding which strategy to pursue as a startup may require some experimentation.

6.1.1.1.2. Defining Consumer, Customer, and Sponsor

In understanding IT value,  it is essential to clarify the definitions of user, customer, and sponsor, and
understand their perspectives and motivations. Sometimes, the user is the customer. But more often,
the user and the customer are different, and the role of system or service sponsor may additionally
need to be distinguished.

The following definitions may help:

¥ The consumer  (sometimes called the user ) is the person actually interacting with the IT or digital
service

¥ The customer  is a source of revenue for the service

! If the service is part of a profit center, the customer is the person actually purchasing the
product (e.g., demand deposit banking). If the service is part of a cost center (e.g., a human
resources system), the customer is best seen as an internal executive, as the actual revenue-
producing customers are too far removed.

¥ The sponsor  is the person who authorizes and controls the funding used to construct and operate
the service

Depending on the service type, these roles can be filled by the same or different people. Here are some
examples:
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Table 2. Defining Consumer, Customer, and Sponsor

Example Consumer Customer Sponsor Notes

Online banking Bank account holder Managing Director,
consumer banking

Customer-facing
profit center with
critical digital
component

Online restaurant
reservation
application

Restaurant
customers

Restaurant owners Product owner Profit-making
digital product

Enterprise human
resources
application

Human resources
analyst

Vice-president, human resources Cost center funded
through corporate
profits

Online video
streaming service

End video
consumer (e.g., any
family member)

Streaming account
holder (e.g.,
parent)

Streaming video
product owner

Profit-making
digital product

Social traffic
application

Driver Advertiser, data
consumer

Product owner Profit-making
digital product

So, who paid for the userÕs enjoyment? The bank and restaurant both had clear motivation for
supporting a better online experience, and people now expect that service organizations provide this.
The bank experiences less customer turnover and increased likelihood that customers add additional
services. The restaurant sees increased traffic and smoother flow from more efficient reservations.
Both see increased competitiveness.

The traffic application is a somewhat different story. While it is an engineering marvel, there is still
some question as to how to fund it long term. It requires a large user base to operate, and yet end
consumers of the service are unlikely to pay for it. At this writing, the service draws on advertising
dollars from businesses wishing to advertise to passersby, and also sells its real-time data on traffic
patterns to a variety of customers, such as developers considering investments along given routes.

This last example illustrates the maxim (attributed to media theorist and writer Douglas Rushkoff
cite:[Solon2011]) that Òif you donÕt know how the product is making money, you are the productÓ.

Evidence of Notability

The context for the existence and operation of a digital system is fundamental to its existence; the
digital system in fact typically operates as part of a larger sociotechnical system. The cybernetics
literature cite:[Wiener1948, Beer2002] provides theoretical grounding. The IT Service Management
(ITSM) literature is also concerned with the context for IT services, in terms of the desired outcomes
they provide to end consumers cite:[TSO2011].
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Limitations

Understanding a product context is important; however, there is feedback between a product and its
context, so no amount of initial analysis will be able to accurately predict the ultimate outcome of
fielding a given digital product (internally or externally). A concrete example is the concept of a
network effect, in which a product becomes more valuable due to the size of its user base
cite:[Griffin2018].

Related Topics

¥ Product Management

¥ Portfolio and Investment Management

¥ Governance

¥ Enterprise Architecture

6.1.1.2. Digital Value Methods

NOTE
This topic is covered in further depth in Context II, when product management
emerges as a fully formalized capability. However, even in the individual context the
practitioner should have some idea of product positioning and discovery.

Description

Once context is at least initially understood, there are a number of well-known approaches that can
help the practitioner bridge from an understanding of your product context, to an effective vision for
building and sustaining a product:

¥ Traditional business case analysis

¥ Alexander OsterwalderÕs Business Model Canvas

¥ Eric Ries' Lean Startup

The Business Model Canvas and the Lean Startup may seem more suitable for truly entrepreneurial
contexts, but there are many practitioners in larger organizations who apply these techniques as well;
the thought experiment is "business within a business"; i.e., intrapreneurship  cite:[Kanter1983].

6.1.1.2.1. Business Model Canvas

One recent book that has been influential among entrepreneurs is Alex OsterwalderÕs Business Model
Generation  cite:[Osterwalder2010]. This document is perhaps best known for introducing the concept
of the Business Model Canvas, which it defines as: Òa shared language for describing, visualizing,
assessing, and changing business modelsÓ. The Business Model Canvas uses nine major categories to
describe the business model:

¥ Key Partners
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¥ Key Activities

¥ Value Proposition

¥ Customer Relationships

¥ Customer Segments

¥ Key Resources

¥ Channels

¥ Cost Structure

¥ Revenue Streams

and suggests they be visualized as in Figure 8, ÒBusiness Model CanvasÓ (similar to
cite:[Osterwalder2010], p.44).

Figure 8. Business Model Canvas

The canvas is then used in collaborative planning; e.g., as a large format wall poster where the
business team can brainstorm, discuss, and fill in the boxes (e.g., what is the main ÒValue Proposition"?
Mobile bank account access?).

Osterwalder and his colleagues, in Business Model Generation  and the follow-up Value Proposition
Design cite:[Osterwalder2014], suggest a wide variety of imaginative and creative approaches to
developing business models and value propositions, in terms of patterns, processes, design
approaches, and overall strategy.

6.1.1.2.2. Business Case Analysis

There are a wide variety of analysis techniques for making a business case at a more detailed level.
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Donald Reifer, in Making the Software Business Case  cite:[Reifer2002], lists:

¥ Breakeven analysis

¥ Cause-and-effect analysis

¥ Cost/benefit analysis

¥ Value chain analysis

¥ Investment opportunity analysis

¥ Pareto analysis

¥ Payback analysis

¥ Sensitivity analysis

¥ Trend analysis

Empirical, experimental approaches are essential to digital management. Any analysis, carried to an
extreme without a sound basis in real data, risks becoming a Òcastle in the airÓ. But when real money
is on the line (even the opportunity costs of the time you are spending on your startup), it is advisable
to look at the decision from various perspectives. These techniques can be useful for that purpose.
However, once you have some indication there might be business value in a given idea, applying Lean
Startup techniques may be more valuable than continuing to analyze.

6.1.1.2.3. Lean Startup
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Figure 9. Lean Startup Flowchart

Lean Startup is a philosophy of entrepreneurship developed by Eric Ries cite:[Ries2011]. It is not
specific to IT; rather, it is broadly applicable to all attempts to understand a product and its market.
(According to our definition of product management  a workable market position is essential to any
product.)

The idea of the Lean Startup has had profound influence on product design, including market-facing
and even internal IT systems. It is grounded in Agile concepts such as:

ÒDo the simplest thing that could possibly work.Ó

Lean Startup calls for an iterative, ÒBuild-Measure-LearnÓ cycle (see Figure 9, ÒLean Startup
FlowchartÓ , summary of ideas in cite:[Ries2011]). Repeating this cycle frequently is the essential
process of building a successful startup (whatever the digital proportion):

¥ Develop an idea for a " Minimum Viable Product" MVP

¥ Measure its effectiveness in the market (internal/external)

¥ Learn from the experiment

¥ Decide to persevere or pivot (change direction while leveraging momentum)

¥ New idea development, evolution of MVP

Flowcharts such as Figure 9, ÒLean Startup FlowchartÓ  are often seen to describe the Lean Startup
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process.

6.1.1.2.4. Digital Security

A Digital Practitioner often starts by thinking about value creation through their digital products or
services. However, now is also the time to think about protecting that digital value. Your customers will
be sharing data about themselves, their preferences, and even financial information; e.g., credit cards
to make purchases. Failure to protect that data can irreparably damage any other digital value you
manage to create; it will certainly damage your or your organizationÕs reputation, and may have
financial consequences.

Architects of buildings need to appreciate that the physical materials that will implement their
creations need to be strong enough to produce the envisioned construct. Similarly, a Digital
Practitioner needs to understand that software can be weak and they need to appreciated how to
examine the software artifacts for the precursors of those weaknesses that would threaten the
operational capabilities and integrity of their envisioned constructs.

Attack surface analysis, design reviews for security weaknesses, static source code analysis for
weaknesses, dynamic fuzz testing, adversary-based pen testing, and binary analysis are all techniques
used to gain confidence that dangerous failure modes of the software-based system are not rampant
and that some evidence-based argument can be made about the adequacy of the rigor used to create
the software.

In the building of buildings, this is done by the engineering elements of a team, along with building
code inspectors and material scientists, but the analogous activities are not the norm in software
systems. So, as you go through both the analysis and description phase and the construction phase,
keep in mind that that all software has strengths and weaknesses and needs to be checked for
weaknesses that would impact the intended functionality, reasoning, and logic. See the [Common
Weakness Enumeration (Mitre)] for examples of weaknesses with security, performance, reliability,
and maintainability consequences.

As software-enabled elements become more entwined in our physical lives, both at work and not,
there needs to be attention paid to this line of thinking in the education of the software-based systems
work force.

A deeper treatment of this subject can be found in the later chapter on Security  and in The Open Group
Guide to Integrating Risk and Security Within a TOGAF¨ Enterprise Architecture .

Evidence of Notability

The complex process of discovering and supporting digital value is covered in industry work on Digital
Transformation cite:[Westerman2014, Hornford2017]. It is also addressed as an important sub-topic
within the product management literature, especially at its intersection with Agile. Product
management is a large and growing professional community, with a major professional organization
(the Product Development and Marketing Association) and many less formalized meetings and groups.
It has a correspondingly rich body of professional literature cite:[Blank2013, Cagan2008, Gothelf2013].
Product management is also a major topic at Agile conferences.
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Limitations

Some digital efforts are more instrumental, and provide value in the same way that a cog provides
value to a machine. They have little independence. Discussions of value imply greater autonomy to act
on the analysis. Business case analysis would rarely be applied in the engineering of a small
component; similarly, business case analysis makes less sense with digital systems whose existence is
required by a larger whole. It is at the level of that larger whole that value analysis should take place.

Related Topics

¥ Product Management

¥ Portfolio and Investment Management

¥ Governance

¥ Architecture
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6.1.1.3. The Digital Stack

Description

6.1.1.3.1. The Moment of Truth

Any human-facing digital service can be seen as delivering a Ò moment of truthÓ. In terms of IT, this
English-language cliche (elaborated into an important service concept by SAS group president Jan
Carlzon cite:[Carlzon1987]) represents the userÕs outcome, their experience of value. All discussions of
digital value should either start or end there.

In order to view a bank balance, a user may use an application downloaded from a ÒstoreÓ of
applications made available to her device . On her device, this ÒappÓ is part of an intricate set of
components performing functions such as:

¥ Accepting ÒinputÓ (user intent) through a screen or voice input

¥ Processing that input through software and acting on her desire to see her bank balance

¥ Connecting to the phone network

¥ Securely connecting over the mobile carrier network to the Internet and then to the bank

¥ Identifying the user to the bankÕs systems

¥ Requesting the necessary information (in this case, an account balance)

¥ Receiving that information and converting it to a form that can be represented on a screen

¥ Finally, displaying the information on the screen

The application, or ÒappÓ, downloaded to the phone plays a primary role, but is enabled by:

¥ The phoneÕs Operating System (OS) and associated services

¥ The phoneÕs hardware

¥ The telecommunications infrastructure (cell phone towers, long distance fiber optic cables,
switching offices, and much more)

Of course, without the banking systems on the other end, there is no bank balance to transmit. These
systems are similar, but on a much larger scale than the end userÕs device:

¥ Internet and middleware services to receive the request from the international network

¥ Application services to validate the userÕs identity and route the request to the appropriate
handling service

¥ Data services to store the userÕs banking information (account identity and transactions) along with
millions of other customers

¥ Many additional services to detect fraud and security attacks, report on utilization, identify any
errors in the systems, and much more

¥ Physical data centers full of computers and associated hardware including massive power and
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cooling infrastructure, and protected by security systems and personnel

Consider: what does all this mean to the user? Does she care about cell phone towers, or middleware,
or triply redundant industrial-strength Power Distribution Units ? Usually, not in the least. Therefore,
as we study this world, we need to maintain awareness of her perspective. The user is seeking some
value that IT uniquely can enable, but does not want to consider all the complexity that goes into it.
She just wants to go out with friends. The moment of truth (see Figure 10, ÒThe IT Stack Supports the
Moment of TruthÓ ) depends on the service; the service may contain great complexity, but part of its
success lies in shielding the user from that complexity.

6.1.1.3.2. Stack Examples

Figure 10. The IT Stack Supports the Moment of Truth

The outcome of a digital service (e.g., an account balance lookup for an online banking application) is
supported by a complex, layered structure of IT. For example, a simple systems architecture might be
represented in layers as:
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¥ User interface

¥ Middleware/business logic

¥ Data management

¥ OS

¥ Network

Architecture also uses a layered method, but in a different way that is more abstracted from the
particular and concrete to the conceptual; for example:

¥ Business process architecture

¥ Information architecture

¥ Application architecture

¥ Technical architecture

Evidence of Notability

The use of layered abstractions in digital systems engineering is well established. Such abstractions
may be highly technical, such as the OSI stack describing layered networking protocols cite:[ISO1994],
or more conceptual, such as the Zachman Framework cite:[Zachman1987].

Limitations

Sometimes, organizations attempt to structure themselves around the stack, with separate functional
units for user interface, middleware, data management, network, and so forth. This approach may
result in monolithic, hard to change systems. See ConwayÕs Law.

Related Topics

¥ Infrastructure Management

¥ Application Development

¥ Product Management

¥ Operations Management

¥ Architecture
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6.1.1.4. The Digital Lifecycle

6.1.1.4.1. The Essential States of the Digital Product

Description

Figure 11. The Essential States of the Digital Product

The digital or IT service is based on a complex stack of technology, from local devices to global
networks to massive data centers. Software and hardware are layered together in endlessly inventive
ways to solve problems people did not even know they had ten years ago. However, these IT service
systems must come from somewhere. They must be designed, built, and operated, and continually
improved over time. A simple representation of the IT service lifecycle is:

¥ An idea is developed for an IT-enabled value proposition that can make a profit, or better fulfill a
mission

¥ The idea must garner support and resources so that it can be built

¥ The idea is then constructed, at least as an initial proof of concept or MVP (construction is assumed
to include an element of design; in this document, design and construction are not represented as
two large-scale separate phases; the activities may be distinct, but are conducted within a context
of faster design-build iterations)

¥ There is a critical state transition, however, that will always exist; initially, it is the change from
OFF to ON when the system is first constructed - after the system is ON, there are still distinct
changes in state when new features are deployed, or incorrect behaviors ("bugs" or "defects") are
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rectified

¥ The system may be ON, but it is not delivering value until the user can access it; sometimes, that
may be as simple as providing someone with a network address, but usually there is some initial
"provisioning" of system access to the user, who needs to identify themselves

¥ The system can then deliver services (moments of truth) to the end users; it may deliver millions or
billions of such experiences, depending on its scale and how to count the subjective concept of
value experience

¥ The user may have access, but may still not receive value, if they do not understand the system well
enough to use it; whether via a formal service desk, or informal social media channels, users of IT
services will require and seek support on how to maximize the value they are receiving from the
system

¥ Sometimes, something is wrong with the system itself; if the system is no longer delivering value
experiences (bank balances, restaurant reservations, traffic directions) then some action must be
taken promptly to restore service

¥ All of the previous states in the lifecycle generate data and insight that lead to further evolution of
the system; there is a wide variety of ways systems may evolve: new user functionality, more stable
technology, increased system capacity, and more - such motivations result in new construction and
changes to the existing system, and so the cycle begins again

¥ Unless É the systemÕs time is at an end; if there is no reason for the system to exist any longer, it
should be retired

The digital service/product evolves over time, through many repetitions ("iterations") of the
improvement cycle. This entire process, from idea to decommissioning ("inspire to retire") can be
understood as the digital product or service lifecycle. An expanding spiral is a useful visualization:

Figure 12. The Digital Service Lifecycle

This entire process, from idea to decommissioning (Òinspire to retireÓ) can be understood as the service
lifecycle  (see Figure 12, ÒThe Digital Service LifecycleÓ ). Sometimes, the service lifecycle is simplified as
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"plan, build, run"; however, this can lead to the assumption that only one iteration is required, which is
in general incorrect in digital systems. Multiple iterations should be assumed as the product is fine-
tuned and evolves to meet changing demand.

We can combine the service experience (moment of truth) with the service/product lifecycle into the
Òdual-axis value chainÓ (originally presented in cite:[Betz2011]):

Figure 13. Dual-Axis Value Chain

The dual-axis value chain  can be seen in many representations of IT and digital delivery systems.
Product evolution flows from right to left, while day-to-day value flows up, through the technical stack.
It provides a basis for (among other things) thinking about the IT user, customer, and sponsor, which
we will cover in the next section.

6.1.1.4.2. The Three Ways of DevOps

DevOps is discussed in depth later in this document. At this point, however, as originally conceived in
The Phoenix Project  cite:[Kim2013], there are three core DevOps principles applicable at the earliest
stages of the digital product:

¥ Flow (the "First Way")

¥ Feedback (the "Second Way")

¥ Continuous Learning (the "Third Way")

DevOps emphasizes speeding up the flow of value in the product lifecycle (left to right), and the
feedback of learning (right to left) "at all stages of the value stream". When this is done consistently at
scale over time, DevOps advocates argue that the result is a: "generative, high-trust culture that
supports a dynamic, disciplined, and scientific approach to experimentation and risk-taking,
facilitating the creation of organizational learning, both from our successes and failures. Furthermore,
by continually shortening and amplifying our feedback loops, we create ever-safer systems of work
and are better able to take risks and perform experiments that help us learn faster than our
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competition and win in the marketplace." cite:[Kim2016(12)].

Limitations

The limitations of relying on a lifecycle model as a basis for systems implementation are by now well
known. Attempting to fully understand a systemÕs "requirements" prior to any development can lead to
project failure, and deferring integration of sub-modules until late in a project also is risky. See Agile
canon for further discussion (e.g., cite:[Schwaber2002, Poppendieck2003, Reinertsen2009, Cohn2010]).
Nevertheless, the concept of the lifecycle remains a useful model; these state transitions exist and drive
organizational behavior.

Evidence of Notability

The evidence for this topicÕs importance is seen across much guidance for software and systems
professionals. Examples include the original statement of "waterfall" development cite:[Royce1970],
the overlapping phases of the Rational Unified Process cite:[IBM2011], the ITIL Service LifecycleÕs
"strategy/design/transition/operate/improve," cite:[TSO2011], the clear reach and influence of the
DevOps movement, and many more.

Related Topics

¥ Application Development

¥ Product Management

¥ Work Management

¥ Operations Management

6.1.2. Digital Infrastructure

Area Description

A Digital Practitioner cannot start developing a product until deciding what it will be built with. They
also need to understand something of how computers are operated, enough to make decisions on how
the system will run. Most startups choose to run IT services on infrastructure owned by a cloud
computing provider, but there are other options. As the product scales up, the practitioner will need to
be more and more sophisticated in their understanding of its underlying IT services. Finally,
developing deep skills in configuring the base platform is one of the most important capabilities for the
practitioner.

6.1.2.1. Computing and Information Principles

Description

ÒInformation TechnologyÓ (IT) is ultimately based on the work of Claude Shannon , Alan Turing , Alonzo
Church , John von Neumann , and the other pioneers who defined the central problems of information
theory , digital logic , computability , and computer architecture .
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Pragmatically, there are three major physical aspects to ÒIT infrastructureÓ relevant to the practitioner:

¥ Computing cycles (sometimes called just ÒcomputeÓ)

¥ Memory and storage (or ÒstorageÓ)

¥ Networking and communications (or ÒnetworkÓ)

6.1.2.1.1. Compute

Compute is the resource that performs the rapid, clock-driven digital logic that transforms data inputs
to outputs.

Software is the thing that structures the logic and reasoning of the ÒcomputeÓ and allows for the
dynamic use of inputs to vary the output following the logic and reasoning laid down by the software
developer. While the computers process instructions at the level of ÒtrueÓ and ÒfalseÓ, represented as
binary  Ò1sÓ and Ò0sÓ, because humans cannot easily understand binary data and processing, higher-
level abstractions of machine code  and programming languages  are used.

It is critical to understand that computers, traditionally understood, can only operate in precise,
"either-or" ways. Computers are often used to automate business processes, but in order to do so, the
process needs to be carefully defined, with no ambiguity. Complications and nuances, intuitive
understandings, judgment calls Ñ in general, computers canÕt do any of this, unless and until you
program them to Ñ at which point the logic is no longer intuitive or a judgment call.

Creating programs for a specific functionality is challenging in two different ways:

¥ Understanding the desired functionality, logic, and reasoning of the intended program takes skill as
does the implementation of that reasoning into software and requires much testing and validation

¥ The software programming languages, designs, and methods used can be flawed and unable to
withstand the intended volume of data, user interactions, malicious inputs, or careless inputs, and
testing for these must also be done, known as abuse "case testing"

Computer processing is not free. Moving data from one point to another Ñ the fundamental
transmission of information  Ñ requires matter and energy, and is bound up in physical reality and the
laws of thermodynamics . The same applies for changing the state of data, which usually involves
moving it somewhere, operating on it, and returning it to its original location. In the real world, even
running the simplest calculation has physical and therefore economic cost, and so we must pay for
computing.

6.1.2.1.2. Storage

Storage  is the act of computation that is bound up with the concept of state, but they are also distinct.
Computation is a process; state is a condition. Many technologies have been used for digital storage
cite:[CompHist2019]. Increasingly, the IT professional need not be concerned with the physical
infrastructure used for storing data. Storage increasingly is experienced as a virtual resource, accessed
through executing programmed logic on cloud platforms. ÒUnderneath the coversÓ the cloud provider
might be using various forms of storage, from Random Access Memory (RAM) to solid state drives to
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tapes, but the end user is, ideally , shielded from the implementation details (part of the definition of a
service).

In general, storage follows a hierarchy . Just as we might ÒstoreÓ a document by holding it in our hands,
setting it on a desktop, filing it in a cabinet, or archiving it in a bankerÕs box in an offsite warehouse, so
computer storage also has different levels of speed and accessibility:

¥ On-chip registers and cache

¥ Random Access Memory (RAM), aka  Òmain memoryÓ

¥ Online mass storage, often ÒdiskÓ

¥ Offline mass storage; e.g., ÒtapeÓ

6.1.2.1.3. Networking

With a computing process, one can change the state of some data, store it, or move it. The last is the
basic concern of networking , to transmit data (or information) from one location to another. We see
evidence of networking every day; coaxial cables for cable TV, or telephone lines strung from pole to
pole in many areas. However, like storage, there is also a hierarchy of networking:

¥ Intra-chip pathways

¥ Motherboard  and backplane  circuits

¥ Local area networks

¥ Wide area networks

¥ Backbone networks

Like storage and compute, networking as a service increasingly is independent of implementation. The
developer uses programmatic tools to define expected information transmission, and (ideally) need not
be concerned with the specific networking technologies or architectures serving their needs.

Evidence of Notability

¥ Body of computer science and information theory (Church/Turing/Shannon et al.)

¥ Basic IT curricula guidance and textbooks

Limitations

¥ Quantum computing

¥ Computing where mechanisms become opaque (e.g., neural nets) and therefore appear to be non-
deterministic

Related Topics

¥ Infrastructure Management
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¥ Application Development

¥ Operations Management

6.1.2.2. Virtualization

6.1.2.2.1. Virtualization Basics

Description

Assume a simple, physical computer such as a laptop. When the laptop is first turned on, the OS loads;
the OS is itself software, but is able to directly control the computerÕs physical resources: its Central
Processing Unit (CPU), memory, screen, and any interfaces such as WiFi, USB, and Bluetooth. The OS (in
a traditional approach) then is used to run ÒapplicationsÓ such as web browsers, media players, word
processors, spreadsheets, and the like. Many such programs can also be run as applications within the
browser, but the browser still needs to be run as an application.

Figure 14. Virtualization is Computers within a Computer

In the simplest form of virtualization, a specialized application known as a hypervisor  is loaded like
any other application. The purpose of this hypervisor is to emulate the hardware computer in
software. Once the hypervisor is running, it can emulate any number of ÒvirtualÓ computers, each of
which can have its own OS (see Figure 14, ÒVirtualization is Computers within a ComputerÓ ). The
hypervisor mediates the "virtual machine"  access to the actual, physical hardware of the laptop; the
virtual machine can take input from the USB port, and output to the Bluetooth interface, just like the
master OS that launched when the laptop was turned on.

There are two different kinds of hypervisors. The example we just discussed was an example of a Type
2 hypervisor, which runs on top of a host OS. In a Type 1 hypervisor, a master host OS is not used; the
hypervisor runs on the Òbare metalÓ of the computer and in turn ÒhostsÓ multiple virtual machines.

Paravirtualization ,  e.g., containers, is another form of virtualization found in the marketplace. In a
paravirtualized environment, a core OS is able to abstract hardware resources for multiple virtual
guest environments without having to virtualize hardware for each guest. The benefit of this type of
virtualization is increased Input/Output (I/O) efficiency and performance for each of the guest
environments.
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However, while hypervisors can support a diverse array of virtual machines with different OSs on a
single computing node, guest environments in a paravirtualized system generally share a single OS.
See Figure 15, ÒVirtualization TypesÓ  for an overview of all the types.
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6.1.2.2.2. Virtualization and Efficiency

Figure 15. Virtualization Types

Virtualization attracted business attention as a means to consolidate computing workloads. For years,
companies would purchase servers to run applications of various sizes, and in many cases the
computers were badly underutilized. Because of configuration issues and (arguably) an
overabundance of caution, average utilization in a pre-virtualization data center might average 10-
20%. ThatÕs up to 90% of the computerÕs capacity being wasted (see Figure 16, ÒInefficient UtilizationÓ ).

Figure 16. Inefficient Utilization

The above figure is a simplification. Computing and storage infrastructure supporting each application
stack in the business were sized to support each workload. For example, a payroll server might run on
a different infrastructure configuration than a Data Warehouse (DW) server. Large enterprises needed
to support hundreds of different infrastructure configurations, increasing maintenance and support
costs.

The adoption of virtualization allowed businesses to compress multiple application workloads onto a
smaller number of physical servers (see Figure 17, ÒEfficiency through VirtualizationÓ ).
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Figure 17. Efficiency through Virtualization

NOTE
For illustration only. A utilization of 62.5% might actually be a bit too high for comfort,
depending on the variability and criticality of the workloads.

In most virtualized architectures, the physical servers supporting workloads share a consistent
configuration, which makes it easy to add and remove resources from the environment. The virtual
machines may still vary greatly in configuration, but the fact of virtualization makes managing that
easier Ñ the virtual machines can be easily copied and moved, and increasingly can be defined as a
form of code .

Virtualization thus introduced a new design pattern into the enterprise where computing and storage
infrastructure became commoditized building blocks supporting an ever-increasing array of services.
But what about where the application is large and virtualization is mostly overhead? Virtualization
still may make sense in terms of management consistency and ease of system recovery.

6.1.2.2.3. Container Management and Kubernetes

Containers  (paravirtualization) have emerged as a powerful and convenient technology for managing
various workloads. Architectures based on containers running in Cloud platforms, with strong API
provisioning and integrated support for load balancing and autoscaling, are called " cloud-native ". The
perceived need for a standardized control plane for containers resulted in various initiatives in the
2010s: Docker Swarm, Apache Mesos, and (emerging as the de facto  standard), the Cloud-Native
Computing FoundationÕs Kubernetes.
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Kubernetes is an open source orchestration platform based on the following primitives (see Figure 18,
ÒKubernetes Infrastructure, Pods, and ServicesÓ ):

¥ Pods: group containers

¥ Services: a set of pods supporting a common set of functionality

¥ Volumes: define persistent storage coupled to the lifetime of pods (therefore lasting across
container lifetimes, which can be quite brief)

¥ Namespaces: in Kubernetes (as in computing generally) provide mutually-exclusive labeling to
partition resources

Figure 18. Kubernetes Infrastructure, Pods, and Services

Kubernetes management (see Figure 19, ÒKubernetes Cluster ArchitectureÓ ) is performed via a Master
controller which supervisees the nodes. This consists of:

¥ API server: the primary communication point for provisioning and control requests

¥ Controller manager: implements declarative  functionality, in which the state of the cluster is
managed against policies; the controller seeks to continually converge the actual state of the cluster
with the intended (policy-specified) state (see Imperative and Declarative )

¥ Scheduler: manages the supply of computing resources to the stated (policy-drive) demand

The nodes run:
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¥ Kubelet for managing nodes and containers

¥ Kube-proxy for services and traffic management

Much other additional functionality is available and under development; the Kubernetes ecosystem as
of 2019 is growing rapidly.

Figure 19. Kubernetes Cluster Architecture

Graphics similar to those presented in cite:[Wiki-K8s] .

Competency Category "Virtualization" Example Competencies

¥ Install and configure a virtual machine

¥ Configure several virtual machines to communicate with each other

Evidence of Notability

Virtualization was predicted in the earliest theories that led to the development of computers. Turing
and Church realized that any general-purpose computer could emulate any other. Virtual systems have
existed in some form since at latest 1967  Ñ only 20 years after the first fully functional computers.

Virtualization is discussed extensively in core computer science and engineering texts and is an
essential foundation of cloud computing.

The Cloud-Native community is at this writing (2019) one of the most active communities in
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computing.

Limitations

Virtualization is mainly relevant to production computing. It is less relevant to edge devices.

Related Topics

¥ Computing

¥ Infrastructure Management

¥ Cloud Computing

6.1.2.3. Cloud Services

Description

Companies have always sought alternatives to owning their own computers. There is a long tradition
of managed services, where applications are built out by a customer and then their management is
outsourced to a third party. Using fractions of mainframe Òtime-sharingÓ systems is a practice that
dates back decades. However, such relationships took effort to set up and manage, and might even
require bringing physical tapes to the third party (sometimes called a Òservice bureauÓ). Fixed-price
commitments were usually high (the customer had to guarantee to spend X dollars). Such relationships
left much to be desired in terms of responsiveness to change.

As computers became cheaper, companies increasingly acquired their own data centers, investing
large amounts of capital in high-technology spaces with extensive power and cooling infrastructure.
This was the trend through the late 1980s to about 2010, when cloud computing started to provide a
realistic alternative with true Òpay as you goÓ pricing, analogous to electric metering.

The idea of running IT completely as a utility service goes back at least to 1965 and the publication of
The Challenge of the Computer Utility , by Douglas Parkhill (see Figure 20, ÒInitial Statement of Cloud
ComputingÓ). While the conceptual idea of cloud and utility computing was foreseeable 50 years ago, it
took many years of hard-won IT evolution to support the vision. Reliable hardware of exponentially
increasing performance, robust open-source software, Internet backbones of massive speed and
capacity, and many other factors converged towards this end.
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Figure 20. Initial Statement of Cloud Computing

However, people store data Ñ often private Ñ on computers. In order to deliver compute as a utility, it
is essential to segregate each customerÕs workload from all others. This is called multi-tenancy . In
multi-tenancy, multiple customers share physical resources that provide the illusion of being
dedicated.

NOTE
The phone system has been multi-tenant ever since they got rid of party lines . A party
line was a shared line where anyone on it could hear every other person.

In order to run compute as a utility, multi-tenancy was essential. This is different from electricity (but
similar to the phone system). As noted elsewhere, one watt of electric power is like any other and there
is less concern for information leakage or unexpected interactions. PeopleÕs bank balances are not
encoded somehow into the power generation and distribution infrastructure.

Virtualization is necessary, but not sufficient for cloud. True cloud services are highly automated, and
most cloud analysts will insist that if virtual machines cannot be created and configured in a
completely automated fashion, the service is not true cloud. This is currently where many in-house
ÒprivateÓ cloud efforts struggle; they may have virtualization, but struggle to make it fully self-service.

Cloud services have refined into at least three major models:

¥ Software as a Service (SaaS)

¥ Platform as a Service (PaaS)

¥ Infrastructure as a Service (IaaS)
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From the NIST Definition of Cloud Computing (p.2-3) :

Software as a Service (SaaS)  The capability provided to the consumer is to use the providerÕs
applications running on a cloud infrastructure. The applications are accessible from various
client devices through either a thin client interface, such as a web browser (e.g., web-based
email), or a program interface. The consumer does not manage or control the underlying cloud
infrastructure including network, servers, OSs, storage, or even individual application
capabilities, with the possible exception of limited user-specific application configuration
settings.

Platform as a Service (PaaS)  The capability provided to the consumer is to deploy onto the
cloud infrastructure consumer-created or acquired applications created using programming
languages, libraries, services, and tools supported by the provider. The consumer does not
manage or control the underlying cloud infrastructure including network, servers, OSs, or
storage, but has control over the deployed applications and possibly configuration settings for
the application-hosting environment.

Infrastructure as a Service (IaaS)  The capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources where the consumer
is able to deploy and run arbitrary software, which can include OSs and applications. The
consumer does not manage or control the underlying cloud infrastructure but has control over
OSs, storage, and deployed applications; and possibly limited control of select networking
components (e.g., host firewalls) cite:[NIST2011].

There are cloud services beyond those listed above (e.g., Storage as a Service). Various platform
services have become extensive on providers such as Amazonª, which offers load balancing,
development pipelines, various kinds of storage, and much more.

Evidence of Notability

Cloud computing is one of the most economically active sectors in IT. Cloud computing has attracted
attention from the US National Institute for Standards and Technology (NIST) cite:[NIST2011]. Cloud
law is becoming more well defined cite:[Millard2013].

Limitations

The future of cloud computing appears assured, but computing and digital competencies also extend to
edge devices and in-house computing. The extent to which organizations will retain in-house
computing is a topic of industry debate.

Related Topics

¥ Application Development

¥ Operations Management

¥ Sourcing and Vendor Management
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6.1.2.4. Configuration Management and Infrastructure as Code

Description

This section covers:

¥ Version control

¥ Source control

¥ Package management

¥ Deployment management

¥ Configuration management

6.1.2.4.1. Managing Infrastructure

Two computers may both run the same version of an OS, and yet exhibit vastly different behaviors.
This is due to how they are configured. One may have web serving software installed; the other may
run a database. One may be accessible to the public via the Internet; access to the other may be tightly
restricted to an internal network. The parameters and options for configuring general-purpose
computers are effectively infinite. Mis-configurations are a common cause of outages and other issues.

In years past, infrastructure administrators relied on the ad hoc issuance of commands either at an
operations console or via a GUI-based application. Such commands could also be listed in text files; i.e.,
"batch files" or "shell scripts" to be used for various repetitive processes, but systems administrators by
tradition and culture were empowered to issue arbitrary commands to alter the state of the running
system directly.

However, it is becoming more and more rare for a systems administrator to actually Òlog inÓ to a
server and execute configuration-changing commands in an ad hoc manner. Increasingly, all actual
server configuration is based on pre-developed specification.

Because virtualization is becoming so powerful, servers increasingly are destroyed and rebuilt at the
first sign of any trouble. In this way, it is certain that the serverÕs configuration is as intended. This
again is a relatively new practice.

Previously, because of the expense and complexity of bare-metal servers, and the cost of having them
offline, great pains were taken to fix troubled servers. Systems administrators would spend hours or
days troubleshooting obscure configuration problems, such as residual settings left by removed
software. Certain servers might start to develop ÒpersonalitiesÓ. Industry practice has changed
dramatically here since around 2010.

As cloud infrastructures have scaled, there has been an increasing need to configure many servers
identically. Auto-scaling (adding more servers in response to increasing load) has become a widely
used strategy as well. Both call for increased automation in the provisioning of IT infrastructure. It is
simply not possible for a human being to be hands on at all times in configuring and enabling such
infrastructures, so automation is called for.
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Sophisticated Infrastructure as Code techniques are an essential part of modern SRE practices such as
those used by Google¨. Auto-scaling, self-healing systems, and fast deployments of new features all
require that infrastructure be represented as code for maximum speed and reliability of creation.

Infrastructure as Code is defined by Morris as: an approach to infrastructure automation based on
practices from software development. It emphasizes consistent, repeatable routines for provisioning and
changing systems and their configuration. Changes are made to definitions and then rolled out to systems
through unattended processes that include thorough validation. cite:[Morris2016]

6.1.2.4.2. Infrastructure as Code

Figure 21. Simple Directory/File Structure Script

In presenting Infrastructure as Code at its simplest, we will start with the concept of a shell script.
Consider the following set of commands:

$ mkdir foo bar
$ cd foo
$ touch x y z
$ cd ../bar
$ touch a b c

What does this do? It tells the computer:

¥ Create (mkdir) two directories, one named foo and one named bar

¥ Move ( cd) to the one named foo

¥ Create (touch) three files, named x, y, and z

¥ Move to the directory named bar
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¥ Create three blank files, named a, b, and c

A user with the appropriate permissions at a UNIX¨ or Linux¨ command prompt who runs those
commands will wind up with a configuration that could be visualized as in Figure 21, ÒSimple
Directory/File Structure ScriptÓ . Directory and file layouts count as configuration and in some cases are
critical.

Assume further that the same set of commands is entered into a text file thus:

#!/bin/bash
mkdir foo bar
cd foo
touch x y z
cd ../bar
touch a b c

The file might be named iac.sh , and with its permissions set correctly, it could be run so that the
computer executes all the commands, rather than a person running them one at a time at the console.
If we did so in an empty directory, we would again wind up with that same configuration.

Beyond creating directories and files shell scripts can create and destroy virtual servers and
containers, install and remove software, set up and delete users, check on the status of running
processes, and much more.

NOTE

The state of the art in infrastructure configuration is not to use shell scripts at all but
either policy-based infrastructure management or container definition approaches.
Modern practice in cloud environments is to use templating capabilities such as
Amazon CloudFormation or Hashicorp Terraform (which is emerging as a de facto
platform-independent standard for cloud provisioning).

6.1.2.4.3. Version Control

Consider again the iac.sh  file. It is valuable. It documents intentions for how a given configuration
should look. It can be run reliably on thousands of machines, and it will always give us two directories
and six files. In terms of the previous section, we might choose to run it on every new server we create.
Perhaps it should be established it as a known resource in our technical ecosystem. This is where
version control and the broader concept of configuration management come in.

For example, a configuration file may be developed specifying the capacity of a virtual server, and
what software is to be installed on it. This artifact can be checked into version control and used to re-
create an equivalent server on-demand.

Tracking and controlling such work products as they evolve through change after change is important
for companies of any size. The practice applies to computer code, configurations, and, increasingly,
documentation, which is often written in a lightweight markup language like Markdown or Asciidoc.
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In terms of infrastructure, configuration management requires three capabilities:

¥ The ability to backup or archive a systemÕs operational state (in general, not including the data it is
processing Ñ that is a different concern); taking the backup should not require taking the system
down

¥ The ability to compare two versions of the systemÕs state and identify differences

¥ The ability to restore the system to a previously archived operational state

Version control is critical for any kind of system with complex, changing content, especially when
many people are working on that content. Version control provides the capability of seeing the exact
sequence of a complex systemÕs evolution and isolating any particular moment in its history or
providing detailed analysis on how two versions differ. With version control, we can understand what
changed and when Ð which is essential to coping with complexity.

While version control was always deemed important for software artifacts, it has only recently become
the preferred paradigm for managing infrastructure state as well. Because of this, version control is
possibly the first IT management system you should acquire and implement (perhaps as a cloud
service, such as Github, Gitlab, or Bitbucket).

Version control in recent years increasingly distinguishes between source control and package
management (see Figure 22, ÒTypes of Version ControlÓ  and Figure 27, ÒConfiguration Management
and its ComponentsÓ  below): the management of binary files, as distinct from human-understandable
symbolic files. It is also important to understand what versions are installed on what computers; this
can be termed Òdeployment managementÓ. (With the advent of containers, this is a particularly fast-
changing area.)

Figure 22. Types of Version Control

Version control works like an advanced file system with a memory.  (Actual file systems that do this are
called versioning  file systems.) It can remember all the changes you make to its contents, tell you the
differences between any two versions, and also bring back the version you had at any point in time.

Survey research presented in the annual State of DevOps report indicates that version control is one of
the most critical practices associated with high-performing IT organizations cite:[Brown2016].
Forsgren cite:[Forsgren2016] summarizes the practice of version control as:

¥ Our application code is in a version control system

¥ Our system configurations are in a version control system
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¥ Our application configurations are in a version control system

¥ Our scripts for automating build and configuration are in a version control system

6.1.2.4.4. Source Control

Figure 23. Source Control

Digital systems start with text files; e.g., those encoded in ASCII or Unicode . Text editors create source
code, scripts, and configuration files. These will be transformed in defined ways (e.g., by compilers and
build tools) but the human-understandable end of the process is mostly based on text files. In the
previous section, we described a simple script  that altered the state of a computer system. We care
very much about when such a text file changes. One wrong character can completely alter the
behavior of a large, complex system. Therefore, our configuration management approach must track
to that level of detail.

Source control is at its most powerful when dealing with textual data. It is less useful in dealing with
binary data, such as image files. Text files can be analyzed for their differences in an easy to
understand way (see Figure 23, ÒSource ControlÓ). If ÒabcÓ is changed to ÒabdÓ, then it is clear that the
third character has been changed from ÒcÓ to ÒdÓ. On the other hand, if we start with a digital image
(e.g., a *.png file), alter one pixel, and compare the resulting before and after binary files in terms of
their data, it would be more difficult to understand what had changed. We might be able to tell that
they are two different files easily, but they would look very similar, and the difference in the binary
data might be difficult to understand.

Chapter 6. The Body of Knowledge 6.1. Context I: Individual/Founder

DPBoKª Conformance Requirements (Level 1) 93

https://en.wikipedia.org/wiki/ASCII
https://en.wikipedia.org/wiki/ASCII
https://en.wikipedia.org/wiki/Unicode
https://en.wikipedia.org/wiki/Unicode


The ÒCommitÓ Concept

Although implementation details may differ, all version control systems have some concept of
ÒcommitÓ. As stated in Version Control with Git  cite:[Loeliger2009]:

In Git, a commit is used to record changes to a repository É Every Git commit represents a single, atomic
changeset with respect to the previous state. Regardless of the number of directories, files, lines, or bytes
that change with a commit É either all changes apply, or none do.  [emphasis added]

The concept of a version or source control ÒcommitÓ serves as a foundation for IT management and
governance. It both represents the state of the computing system as well as providing evidence of the
human activity affecting it. The ÒcommitÓ identifier can be directly referenced by the build activity,
which in turn is referenced by the release activity, which typically visible across the IT value chain.

Also, the concept of an atomic ÒcommitÓ is essential to the concept of a ÒbranchÓ Ñ the creation of an
experimental version, completely separate from the main version, so that various alterations can be
tried without compromising the overall system stability. Starting at the point of a ÒcommitÓ, the
branched version also becomes evidence of human activity around a potential future for the system. In
some environments, the branch is automatically created with the assignment of a requirement or
story. In other environments, the very concept of branching is avoided. The human-understandable,
contextual definitions of IT resources is sometimes called metadata .

6.1.2.4.5. Package Management

Figure 24. Building Software

Much if not most software, once created as some kind of text-based artifact suitable for source control,
must be compiled and further organized into deployable assets, often called ÒpackagesÓ (see Figure 24,
ÒBuilding SoftwareÓ).

In some organizations, it was once common for compiled binaries to be stored in the same repositories
as source code (see Figure 25, ÒCommon Version ControlÓ ). However, this is no longer considered a best
practice. Source and package management are now viewed as two separate things (see Figure 26,
ÒSource versus Package ReposÓ). Source repositories should be reserved for text-based artifacts whose
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differences can be made visible in a human-understandable way. Package repositories in contrast are
for binary artifacts that can be deployed.

Figure 25. Common Version Control

Package repositories also can serve as a proxy to the external world of downloadable software. That is,
they are a cache, an intermediate store of the software provided by various external or ÒupstreamÓ
sources. For example, developers may be told to download the approved Ruby on Rails version from
the local package repository, rather than going to get the latest version, which may not be suitable for
the environment.

Package repositories furthermore are used to enable collaboration between teams working on large
systems. Teams can check in their built components into the package repository for other teams to
download. This is more efficient than everyone always building all parts of the application from the
source repository.
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Figure 26. Source versus Package Repos

The boundary between source and package is not hard and fast, however. We sometimes sees binary
files in source repositories, such as images used in an application. Also, when interpreted languages
(such as JavaScriptª) are ÒpackagedÓ, they still appear in the package as text files, perhaps compressed
or otherwise incorporated into some larger containing structure.

While in earlier times, systems would be compiled for the target platform (e.g., compiled in a
development environment, and then re-compiled for subsequent environments such as quality
assurance and production) the trend today is decisively towards immutability. With the
standardization brought by container-based architecture, current preference increasingly is to compile
once into an immutable  artifact that is deployed unchanged to all environments, with any necessary
differences managed by environment-specific configuration such as source-managed text artifacts and
shared secrets repositories.

6.1.2.4.6. Deployment Management

Version control is an important part of the overall concept of configuration management. But
configuration management also covers the matter of how artifacts under version control are combined
with other IT resources (such as virtual machines) to deliver services. Figure 27, ÒConfiguration
Management and its ComponentsÓ  elaborates on Figure 22, ÒTypes of Version ControlÓ  to depict the
relationships.

Resources in version control in general are not yet active in any value-adding sense. In order for them
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to deliver experiences, they must be combined with computing resources : servers (physical or virtual),
storage, networking, and the rest, whether owned by the organization or leased as cloud services . The
process of doing so is called deployment. Version control manages the state of the artifacts; meanwhile,
deployment management (as another configuration management practice) manages the combination
of those artifacts with the needed resources for value delivery .

Figure 27. Configuration Management and its Components

6.1.2.4.7. Imperative and Declarative Approaches

Before we turned to source control, we looked at a simple script  that changed the configuration of a
computer. It did so in an imperative  fashion. Imperative and declarative are two important terms from
computer science.

In an imperative approach, one tells the computer specifically how we want to accomplish a task; e.g.:

¥ Create a directory

¥ Create some files

¥ Create another directory

¥ Create more files

Many traditional programming languages take an imperative approach. A script such as our iac.sh
example  is executed line by line; i.e., it is imperative.

In configuring infrastructure, scripting is in general considered ÒimperativeÓ, but state-of-the-art
infrastructure automation frameworks are built using a ÒdeclarativeÓ, policy-based approach, in which
the object is to define the desired end state of the resource, not the steps needed to get there. With such
an approach, instead of defining a set of steps, we simply define the proper configuration as a target,
saying (in essence) that Òthis computer should always have a directory structure thus; do what you
need to do to make it so and keep it this wayÓ.
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Declarative approaches are used to ensure that the proper versions of software are always present on
a system and that configurations such as Internet ports and security settings do not vary from the
intended specification.

This is a complex topic, and there are advantages and disadvantages to each approach
cite:[Burgess2016].

Evidence of Notability

Andrew Clay Shafer, credited as one of the originators of DevOps, stated: "In software development,
version control is the foundation of every other Agile technical practice. Without version control, there
is no build, no test-driven development, no continuous integration" cite:[Allspaw2010(99)]. It is one of
the four foundational areas of Agile, according to the Agile Alliance cite:[Alliance2016].

Limitations

Older platforms and approaches relied on direct command line intervention and (in the 1990s and
2000s) on GUI-based configuration tools. Organizations still relying on these approaches may struggle
to adopt the principles discussed here.

Competency Category "Configuration Management and Infrastructure as Code" Example
Competencies

¥ Develop a simple Infrastructure as Code definition for a configured server

¥ Demonstrate the ability to install, configure, and use a source control tool

¥ Demonstrate the ability to install, configure, and use a package manager

¥ Develop a complex Infrastructure as Code definition for a cluster of servers, optionally including
load balancing and failover

Related Topics

¥ Infrastructure Management

¥ DevOps Technical Practices

¥ Operations Management

6.1.2.5. Securing Infrastructure

NOTE

Security as an enterprise capability is covered in Section 6.4.1, ÒGovernance, Risk,
Security, and ComplianceÓ , as a form of applied risk management involving concepts of
controls and assurance. But, securing infrastructure and applications must be a focus
from the earliest stages of the digital product .

This document recognizes the concept of securing infrastructure  as critical to the practice of digital
delivery:
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¥ Physical security

¥ Networking issues

¥ Core OS

¥ Cloud issues

Description

Infrastructure security, whether for on-premises computing or for cloud services, is first and foremost
a security architecture  issue. Many existing security control frameworks  are available that describe
various categories of controls which can be used to secure infrastructure. These include ISO/IEC
27002:2013, NIST 800-53, Security Services Control Catalog (jointly developed by The Open Group and
The SABSA¨ Institute), and the Center for Internet Security Controls Version 7. These are
comprehensive sets of security controls  spanning many domains of security. While these control
frameworks predate cloud computing, most of the control categories affecting infrastructure security
apply in cloud services as well. In addition, security practitioners tasked with securing infrastructure
may benefit from reference security architectures such as the Open Enterprise Security Architecture
(O-ESA) from The Open Group, which describes basic approaches to securing enterprise networks,
including infrastructure.

The diagram below [1] depicts some broad categories of security control types:
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Figure 28. Security Hierarchy

6.1.2.5.1. Common security practices

Since the advent of cloud computing, securing cloud infrastructure has been a key concern. Most of the
security issues that exist in non-cloud environments exist in cloud services as well. In other words,
access control, user authentication, vulnerability management, patching, securing network access,
anti-malware capabilities, data loss prevention, encryption of data, and a host of other security
controls that we deploy in on-premises computing require careful consideration in cloud services. The
security concerns around cloud computing vary depending on whether the cloud service is SaaS, PaaS,
or IaaS.

6.1.2.5.2. On premise versus Cloud security practices

There are also fundamental differences in security controls deployed in on-premises infrastructure
(security controls may be physical or virtual), and those deployed in cloud infrastructure (which is
purely virtual). These differences follow on from the shift brought by cloud computing. In on-premises
computing, security architects and security solution providers had access to the physical computing
networks, so physical security devices could be deployed in-line. The most common security design
patterns leverage this physical access. In cloud services, there is no ability to insert security
components which are physically in-line. This means that in cloud computing, we may have to utilize
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virtual security appliances, and virtual network segmentation solutions such as VLANs and Software-
Defined Networks (SDNs) versus physical security approaches.

Another difference in securing physical versus cloud infrastructure arises in defining and
implementing microsegmentation (small zones of access control). In physical networks, multiple
hardware firewalls are required to achieve this. In cloud computing, VLANs and SDNs may be used to
deliver equivalent capability, with some unique advantages (they are more manageable, at a lower
capital expense).

In addition, the responsibility for securing cloud infrastructure varies considerably based upon the
service model as well. While early focus on cloud security tended to focus on potential security
concerns and gaps in security capabilities, the security community today generally acknowledges that
while security concerns relating to cloud computing persist, there is also an opportunity for cloud
services to Òraise the barÓ, improving upon baseline security for many customer organizations. Hybrid
cloud computing combining public cloud services with private cloud infrastructure brings further
complexity to infrastructure security.

Evidence of Notability

The need to secure computing infrastructure has been obvious and self-evident for decades, and has
evolved alongside changes in popular computing paradigms, including the mainframe era,
client/server computing, and now cloud computing. The need for specific, unique guidance relating to
securing cloud services of various types emerged in 2009, when the Cloud Security Alliance (CSA) was
first formed, and when they published Version 1 of their Security Guidance for Critical Areas of Focus
in Cloud Computing. The CSA guidance is now on Version 4, and includes 14 different security
domains.
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Limitations

Organizations accustomed to deploying physical security capabilities on their own infrastructure may
find it difficult to adapt to the challenges of securing cloud infrastructure in the various types cloud
services. They may also have challenges adapting to the changes in responsibilities that are brought by
the use of cloud services, where the Cloud Service Provider (CSP) is responsible for delivering many
security capabilities, especially in SaaS services, and as a result the customer organization needs to
specify needed security capabilities in Request for Proposals (RFPs). In addition, incident response
management routines will require change.

Related Topics

¥ ISO/IEC 27002:2013 (International Standards Organization

¥ NIST SP 800-53 Rev. 4 (National Institute of Standards and Technology)

¥ CIS Controls Version 7 (Center for Internet Security)

¥ Security Services Control Catalog (jointly developed by The Open Group and The SABSA Institute)

¥ Enterprise Security Architecture (The Open Group)

¥ Security Guidance for Critical Areas of Focus in Cloud Computing (CSA)

6.1.3. Application Delivery

NOTE

Not all Digital Practitioners develop applications. As SaaS options expand, many
practitioners will focus on acquiring, configuring, and operating them. However, the
premise of this Competency Area is that all Digital Practitioners need to understand at
least the basics of modern application delivery in order to effectively manage digital
sourcing and operations. Understanding these basics will help the practitioner develop
a sense of empathy for their vendors supplying digital services.

Area Description

Based on the preceding competencies of digital value understanding and infrastructure, the
practitioner can now start building.

IT systems that directly create value for non-technical users are usually called ÒapplicationsÓ, or
sometimes ÒservicesÓ or "service systems". As discussed in the Digital Fundamentals Competency Area ,
they enable value experiences in areas as diverse as consumer banking, entertainment and hospitality,
and personal transportation. In fact, it is difficult to think of any aspect of modern life untouched by
applications. (This overall trend is sometimes called Digital Transformation cite:[Westerman2014].)

Applications are built from software, the development of which is a core concern for any IT-centric
product strategy. Software development is a well-established career, and a fast-moving field with new
technologies, frameworks, and schools of thought emerging weekly, it seems. This Competency Area
will cover applications and the software lifecycle, from requirements through construction, testing,
building, and deployment of modern production environments. It also discusses earlier approaches to
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software development, the rise of the Agile movement, and its current manifestation in the practice of
DevOps.

This document uses an engineering definition of ÒapplicationÓ. To an electrical engineer, a toaster or a
light bulb is an ÒapplicationÓ of electricity (hence the term ÒapplianceÓ). Similarly, a Customer
Relationship Management (CRM) system, or a web video on-demand service, are ÒapplicationsÓ of the
digital infrastructure covered previously.

Without applications, computers would be merely a curiosity. Electronic computers were first
ÒappliedÓ to military needs for codebreaking and artillery calculations. After World War II, ex-military
officers like Edmund Berkeley  at Prudential realized computers' potential if ÒappliedÓ to problems like
insurance record-keeping cite:[Akera2007]. At first, such systems required actual manual configuration
or painstaking programming in complex, tedious, and unforgiving low-level programming languages .
As the value of computers became obvious, investment was made in making programming easier
through more powerful languages.

The history of software  is well documented. Low-level languages ( binary  and assembler ) were
increasingly replaced by higher-level languages such as FORTRAN, COBOL, and C. Proprietary
machine/language combinations were replaced by open standards and compilers  that could take one
kind of source code and build it for different hardware platforms. Many languages followed, such as
Java, Visual Basic , and JavaScript . Sophisticated middleware was developed to enable ease of
programming, communication across networks, and standardization of common functions.

Today, much development uses frameworks like Apache Struts , Spring , and Ruby on Rails , along with
interpreted languages that take much of the friction out of building and testing code. But even today,
the objective remains to create a binary executable  file or files that computer hardware can ÒexecuteÓ;
that is, turn into a computing-based value experience, mediated through devices such as workstations,
laptops, smartphones, and their constituent components.

In the first decades of computing, any significant application of computing power to a new problem
typically required its own infrastructure , often designed specifically for the problem. While awareness
existed that computers, in theory, could be Ògeneral-purposeÓ, in practice, this was not so easy.
Military/aerospace needs differed from corporate information systems, which differed from scientific
and technical uses. And major new applications required new compute capacity.

The software and hardware needed to be specified in keeping with requirements, and acquiring it took
lengthy negotiations and logistics and installation processes. Such a project from inception to
production might take nine months (on the short side) to 18 or more months.

Hardware was dedicated and rarely re-used. Servers compatible with one system might have few other
applications if they became surplus. In essence, this sort of effort had a strong component of systems
engineering , as designing and optimizing the hardware component was a significant portion of the
work.

Today, matters are quite different, and yet echoes of the older model persist. As mentioned, any
compute workloads are going to incur economic cost . However, capacity is being used more efficiently
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and can be provisioned on-demand. Currently, it is a significant application indeed that merits its own
systems engineering.

NOTE
To ÒprovisionÓ in an IT sense means to make the needed resources or services available
for a particular purpose or consumer.

Instead, a variety of mechanisms (as covered in the previous discussion of cloud systems ) enable the
sharing of compute capacity, the raw material of application development. The fungibility and agility
of these mechanisms increase the velocity of creation and evolution of application software. For small
and medium-sized applications, the overwhelming trend is to virtualize  and run on commodity
hardware and OSs. Even 15 years ago, non-trivial websites with database integration would be hosted
by internal PaaS clusters at major enterprises (for example, Microsoft¨ ASP, COM+, and SQL server
clusters could be managed as multi-tenant).

The general-purpose capabilities of virtualized public and private cloud today are robust. Assuming
the organization has the financial capability to purchase computing capacity in anticipation of use, it
can be instantly available when the need surfaces. Systems engineering at the hardware level is more
and more independent of the application lifecycle; the trend is towards providing compute as a
service, carefully specified in terms of performance, but not  particular hardware.

Hardware physically dedicated to a single application is rarer, and even the largest engineered systems
are more standardized so that they may one day benefit from cloud approaches. Application
architectures have also become much more powerful. Interfaces (interaction points for applications to
exchange information with each other, generally in an automated way) are increasingly standardized.
Applications are designed to scale dynamically with the workload and are more stable and reliable
than in years past.

6.1.3.1. Application Basics

Description

This section discusses the generally understood phases or stages of application development. With
current trends towards Agile development, it is critical to understand that these phases are not
intended as a prescriptive plan, nor is there any discussion of how long each should last. It is possible
to spend months at a time on each phase, and it is possible to perform each phase in the course of a
day. However, there remains a rough ordering of:

¥ Understanding intended outcome

¥ Analyzing and designing the "solution" that can support the outcome

¥ Building the solution

¥ Evaluating whether the solution supports the intended outcome (usually termed "testing")

¥ Delivering or transitioning the solution into a state where it is delivering the intended outcome

This set of activities is sometimes called the "Software Development Lifecycle" (SDLC). These activities
are supported by increasingly automated approaches which are documented in succeeding sections.
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6.1.3.1.1. Documenting System Intent

The application or digital product development process starts with a concept of intended outcome .

In order to design and build a digital product, the Digital Practitioner needs to express what theory
needs the product to do. The conceptual tool used to do this has historically been termed the
Requirement. The literal word ÒRequirementÓ has fallen out of favor with the rise of Agile
cite:[Patton2014], and has a number of synonyms and variations:

¥ Use-case

¥ User story

¥ Non-functional requirement

¥ Epic

¥ Architectural epic

¥ Architectural requirement

While these may differ in terms of focus and scope, the basic concept is the same Ñ the requirement,
however named, expresses some outcome, intent, or constraint the system must fulfill. This intent calls
for work to be performed.

Requirements management is classically taught using the "shall" format. For example, the system shall
provide É, the system shall be capable of É, etc.

More recently, Agile-aligned teams sometimes prefer user story mapping cite:[Patton2014]. Here is an
example from cite:[Cohn2010]:

ÒAs a shopper, I can select how I want items shipped based on the actual costs of shipping to my
address so that I can make the best decision.Ó

The basic format is:

As a <type of user>, I want <goal>, so that <some value>.

The story concept is flexible and can be aggregated and decomposed in various ways, as we will
discuss in Section 6.2.1, ÒProduct ManagementÓ. Our interest here is in the basic stimulus for
application development work that it represents.

6.1.3.1.2. Analysis and Design

The analysis and design of software-based systems itself employs a variety of techniques. Starting from
the documented system intent, in general, the thought process will seek to answer questions such as:

¥ Is it possible to support the intended outcome with a digital system?

¥ What are the major data concepts and processing activities the proposed digital system will need to
support?
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¥ What are the general attributes or major classifications of such a potential solution? Will it be a
transactional system, an analytic system?

¥ How do these major concepts decompose into finer-grained concepts, and how are these finer-
grained concepts translated into executable artifacts such as source code and computable data
structures?

A variety of tools and approaches may be used in analysis and design. Sometimes, the analysis and
design is entirely internal to the person building the system. Sometimes, it may be sketched on paper
or a whiteboard. There are a wide variety of more formalized approaches (process models, data
models, systems models) used as these systems and organizations scale up; these will be discussed in
future Competency Areas.

6.1.3.1.3. Construction

When an apparently feasible approach is determined, construction may commence. How formalized
"apparently feasible" is depends greatly on the organization and scale of the system. "You start coding
and IÕll go find out what the users want" is an old joke in IT development. It represents a long-standing
pair of questions: Are we ready to start building? Are we engaged in excessive analysis - sometimes
called "analysis paralysis"? Actually writing source code and executing it, preferably with
knowledgeable stakeholders evaluating the results, provides unambiguous confirmation of whether a
given approach is feasible.

Actual construction techniques will typically center around the creation of text files in specialized
computing languages such as C++, Javascript, Java, Ruby on Rails, or Python. These languages are the
fundamental mechanisms for accessing the core digital infrastructure services of compute,
transmission, and storage discussed previously . There is a vast variety of instructional material
available on the syntax and appropriate techniques for using such languages.

6.1.3.1.4. Testing

Evaluating whether a developed system fulfills the intended outcome is generally called testing . There
is a wide variety of testing types, such as:

¥ Functional testing (does the system, or specific component of it, deliver the intended outcomes as
specified in requirements?)

¥ Integration testing (if the system is modularized, can modules interoperate as needed to fulfill the
intended outcomes?)

¥ Usability testing (can operators navigate the system intuitively, given training that makes economic
sense? are there risks of operator error presented by system design choices?)

¥ Performance testing (does the system scale to necessary volumes and speeds?)

¥ Security testing (does the system resist unauthorized attempts to access or change it?)

Although testing is logically distinct from construction, in modern practices they are tightly integrated
and automated, as will be discussed below .
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6.1.3.1.5. Delivery

Finally, the system completes construction and testing activities - it must be made available (delivered
or transitioned) into a state where it can fulfill its intended outcomes. This is sometimes called the state
of "production", discussed below . Delivery may take two forms:

¥ Moving installable "packages" of software to a location where users can install them directly on
devices of their choice; this includes delivery media such as DVDs as well as network-accessible
locations

¥ Installing the software so that its benefits - its intended outcomes - are available "as a service" via
networks; outcomes may be delivered via the interface of an application or "app" on a mobile
phone or personal computer, a web page, an Application Programming Interface (API), or other
behavior of devices responding to the programmed application (e.g., IoT)

Delivery is increasingly automated, as will be covered in the section on DevOps technical practices .

Evidence of Notability

The basic concepts of the "software lifecycle" as expressed here are broadly discussed in software
engineering; e.g., cite:[IEEE2014a, ACM2015, Sommerville2001].

Limitations

Application construction, including programming source code, is not necessary (in general) when
consuming SaaS. Many companies prefer to avoid development as much as possible, relying on
commercially available services. Such companies still may be pursuing a digital strategy in important
regards.

Related Topics

¥ Digital Value

¥ Digital Infrastructure

¥ Digital Product Management

¥ Digital Operations

¥ Investment Management

¥ Architecture

6.1.3.2. Agile Software Development

Description

6.1.3.2.1. Waterfall Development

When a new analyst would join a large systems integrator Andersen Consulting (now Accenture) in
1998, they would be schooled in something called the Business Integration Method (BIM). The BIM was
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a classic expression of what is called Ò waterfall development".

What is waterfall development? It is a controversial question. Walker Royce, the original theorist who
coined the term named it in order to critique it cite:[Royce1970]. Military contracting and management
consultancy practices, however, embraced it, as it provided an illusion of certainty. The fact that
computer systems until recently included a substantial component of hardware systems engineering
may also have contributed.

Waterfall development as a term has become associated with a number of practices. The original
illustration was similar to Figure 29, ÒWaterfall LifecycleÓ  (similar to cite:[Royce1970]):

Figure 29. Waterfall Lifecycle

First, requirements need to be extensively captured and analyzed before the work of development can
commence. So, the project team would develop enormous spreadsheets of requirements, spending
weeks on making sure that they represented what Òthe customerÓ wanted. The objective was to get the
customerÕs signature. Any further alterations could be profitably billed as Òchange requestsÓ.

The analysis phase was used to develop a more structured understanding of the requirements; e.g.,
conceptual and logical data models, process models, business rules, and so forth.

In the design phase, the actual technical platforms would be chosen; major subsystems determined
with their connection points, initial capacity analysis ( volumetrics ) translated into system sizing, and so
forth. (Perhaps hardware would not be ordered until this point, leading to issues with developers now
being ÒreadyÓ, but hardware not being available for weeks or months yet.)

Only after  extensive requirements, analysis, and design would coding take place (implementation).
Furthermore, there was a separation of duties between developers and testers. Developers would write
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code and testers would try to break it, filing bug reports to which the developers would then need to
respond.

Another model sometimes encountered at this time was the V-model (see Figure 30, ÒV-ModelÓ[2]). This
was intended to better represent the various levels of abstraction operating in the systems delivery
activity. Requirements operate at various levels, from high-level business intent through detailed
specifications. It is all too possible that a system is ÒsuccessfullyÓ implemented at lower levels of
specification, but fails to satisfy the original higher-level intent.

Figure 30. V-Model

The failures of these approaches at scale are by now well known. Large distributed teams would
wrestle with thousands of requirements. The customer would Òsign offÓ on multiple large binders,
with widely varying degrees of understanding of what they were agreeing to. Documentation became
an end in itself and did not meet its objectives of ensuring continuity if staff turned over. The
development team would design and build extensive product implementations without checking the
results with customers. They would also defer testing that various component parts would effectively
interoperate until the very end of the project, when the time came to assemble the whole system.

Failure after failure of this approach is apparent in the historical record cite:[Glass1998]. Recognition
of such failures, dating from the 1960s, led to the perception of a Ò software crisisÓ.

However, many large systems were effectively constructed and operated during the Òwaterfall years",
and there are reasonable criticisms of the concept of a Òsoftware crisisÓ cite:[Bossavit2015].

Successful development efforts existed back to the earliest days of computing (otherwise, there
probably wouldnÕt be computers, or at least not so many). Many of these successful efforts used
prototypes and other means of building understanding and proving out approaches. But highly
publicized failures continued, and a substantial movement against ÒwaterfallÓ development started to
take shape.
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6.1.3.2.2. Origins and Practices of Agile Development

By the 1990s, a number of thought leaders in software development had noticed some common themes
with what seemed to work and what didnÕt. Kent Beck developed a methodology known as ÒeXtreme
ProgrammingÓ (XP) cite:[Beck2000]. XP pioneered the concepts of iterative, fast-cycle development
with ongoing stakeholder feedback, coupled with test-driven development, ongoing refactoring, pair
programming, and other practices. (More on the specifics of these in the next section.)

Various authors assembled in 2001 and developed the Agile Manifesto cite:[Alliance2001], which
further emphasized an emergent set of values and practices:

The Agile Manifesto

We are uncovering better ways of developing software by doing it and helping others do it.
Through this work we have come to value:

¥ Individuals and interactions over processes and tools

¥ Working software over comprehensive documentation

¥ Customer collaboration over contract negotiation

¥ Responding to change over following a plan

That is, while there is value in the items on the right, we value the items on the left more.

The Manifesto authors further stated:
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We follow these principles:

¥ Our highest priority is to satisfy the customer through early and continuous delivery of
valuable software

¥ Welcome changing requirements, even late in development; Agile processes harness change
for the customerÕs competitive advantage

¥ Deliver working software frequently, from a couple of weeks to a couple of months, with a
preference for the shorter time scale

¥ Business people and developers must work together daily throughout the project

¥ Build projects around motivated individuals - give them the environment and support they
need, and trust them to get the job done

¥ The most efficient and effective method of conveying information to and within a
development team is face-to-face conversation

¥ Working software is the primary measure of progress

¥ Agile processes promote sustainable development - the sponsors, developers, and users
should be able to maintain a constant pace indefinitely

¥ Continuous attention to technical excellence and good design enhances agility

¥ Simplicity - the art of maximizing the amount of work not done - is essential

¥ The best architectures, requirements, and designs emerge from self-organizing teams

¥ At regular intervals, the team reflects on how to become more effective, then tunes and
adjusts its behavior accordingly

See http://agilemanifesto.org/ .

Agile methodologists emphasize that software development is a learning process. In general, learning
(and the value derived from it) is not complete until the system is functioning to some degree of
capability. As such, methods that postpone the actual, integrated verification of the system increase
risk. Alistair Cockburn visualizes risk as the gap between the ongoing expenditure of funds and the lag
in demonstrating valuable learning (see Figure 31, ÒWaterfall RiskÓ , similar to cite:[Cockburn2012]).
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Figure 31. Waterfall Risk

Because Agile approaches emphasize delivering smaller batches of complete functionality, this risk gap
is minimized (see Figure 32, ÒAgile RiskÓ, similar to cite:[Cockburn2012]).

Figure 32. Agile Risk
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The Agile models for developing software aligned with the rise of cloud and web-scale IT. As new
customer-facing sites like Flickr¨, Amazon, Netflix, Etsy¨, and Facebook scaled to massive
proportions, it became increasingly clear that waterfall approaches were incompatible with their
needs. Because these systems were directly user-facing, delivering monetized value in fast-moving
competitive marketplaces, they required a degree of responsiveness previously not seen in Òback-
officeÓ IT or military-aerospace domains (the major forms that large-scale system development had
taken to date). We will talk more of product-centricity and the overall DevOps movement in the next
section.

This new world did not think in terms of large requirements specifications. Capturing a requirement,
analyzing and designing to it, implementing it, testing that implementation, and deploying the result to
the end user for feedback became something that needed to happen at speed, with high repeatability.
Requirements ÒbacklogsÓ were (and are) never ÒdoneÓ, and increasingly were the subject of ongoing
re-prioritization, without high-overhead project ÒchangeÓ barriers.

These user-facing, web-based systems integrate the SDLC tightly with operational concerns. The sheer
size and complexity of these systems required much more incremental and iterative approaches to
delivery, as the system can never be taken offline for the Ònext major releaseÓ to be installed. New
functionality is moved rapidly in small chunks into a user-facing, operational status, as opposed to
previous models where vendors would develop software on an annual or longer version cycle, to be
packaged onto media for resale to distant customers.

Contract software development never gained favor in the Silicon Valley web-scale community;
developers and operators are typically part of the same economic organization. So, it was possible to
start breaking down the walls between ÒdevelopmentÓ and ÒoperationsÓ, and that is just what
happened.

Large-scale systems are complex and unpredictable. New features are never fully understood until
they are deployed at scale to the real end user base. Therefore, large-scale web properties also started
to Òtest in productionÓ (more on this in the Operations Competency Area ) in the sense that they would
deploy new functionality to only some of their users. Rather than trying to increase testing to
understand things before deployment better, these new firms accepted a seemingly higher-level of risk
in exposing new functionality sooner. (Part of their belief is that it actually is lower risk because the
impacts are never fully understood in any event.)

Evidence of Notability

See cite:[Larman2003] for a thorough history of Agile and its antecedents. Agile is recognized as
notable in leading industry and academic guidance cite:[ACM2015, IEEE2014a] and has a large, active,
and highly visible community (see http://www.agilealliance.org ). It is increasingly influential on non-
software activities as well cite:[Rigby2016, Rigby2018].

Limitations

Agile development is not as relevant when packaged software is acquired. Such software has a more
repeatable pattern of implementation, and more up-front planning may be appropriate.
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Related Topics

¥ Core SDLC Practices

¥ Digital Product Management

¥ Work Management

¥ Coordination

¥ Investment Management

¥ Digital Governance

¥ Agile Information Management

6.1.3.3. DevOps Technical Practices

Description

Consider this inquiry by Mary and Tom Poppendieck:

How long would it take your organization to deploy a change that involved one single line
of code? Do you deploy changes at this pace on a repeat, reliable basis?
cite:[Poppendieck2007(92)]

The implicit goal is that the organization should  be able to change and deploy one line of code, from
idea to production in under an hour, and in fact, might want to do so on an ongoing basis. There is
deep Lean/Agile theory behind this objective; a theory developed in reaction to the pattern of massive
software failures that characterized IT in the first 50 years of its existence. (This document discusses
systems theory, including the concept of feedback, in Context II and other aspects of Agile theory,
including the ideas of Lean Product Development, in Contexts II and III.)

Achieving this goal is feasible but requires new approaches. Various practitioners have explored this
problem, with great success. Key initial milestones included:

¥ The establishment of Òtest-driven developmentÓ as a key best practice in creating software
cite:[Beck2000]

¥ DuvallÕs book Continuous Integration  cite:[Duvall2007]

¥ Allspaw & HammondsÕs seminal Ò10 Deploys a DayÓ presentation describing technical practices at
Flickr cite:[Allspaw2009]

¥ Humble & FarleyÕs Continuous Delivery  cite:[Humble2011]

¥ The publication of The Phoenix Project  cite:[Kim2013]
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Figure 33. DevOps Definition

6.1.3.3.1. Defining DevOps

ÒDevOpsÓ is a broad term, encompassing product management, continuous delivery, organization
structure, team behaviors, and culture (see Figure 33, ÒDevOps DefinitionÓ ). Some of these topics will
not be covered until Contexts II and III in this document. At an execution level, the fundamental goal of
moving smaller changes more quickly through the pipeline is a common theme. Other guiding
principles include: ÒIf it hurts, do it more frequentlyÓ. (This is in part a response to the poor practice, or
antipattern , of deferring integration testing and deployment until those tasks are so big as to be
unmanageable.) There is a great deal written on the topic of DevOps currently; the Humble/Farley
book is recommended as an introduction. LetÕs go into a little detail on some essential Agile/DevOps
practices:

¥ Test-driven development

¥ Ongoing refactoring

¥ Continuous integration

¥ Continuous deployment

6.1.3.3.2. Continuous Delivery Pipeline

The infrastructure Competency Area suggests that the Digital Practitioner may need to select:

¥ Development stack (language, framework, and associated enablers such as database and
application server)

¥ Cloud provider that supports the chosen stack

¥ Version control
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¥ Deployment capability

The assumption is that the Digital Practitioner is going to start immediately  with a continuous delivery
pipeline.

What is meant by a continuous delivery pipeline? Figure 34, ÒA Simple Continuous Delivery ToolchainÓ
presents a simplified, starting overview.

Figure 34. A Simple Continuous Delivery Toolchain

First, some potential for value is identified. It is refined through product management techniques into
a feature Ñ some specific set of functionality that when complete will enable the value proposition
(i.e., as a moment of truth ).

1. The feature is expressed as some set of IT work, today usually in small increments lasting between
one and four weeks (this of course varies). Software development commences; e.g., the creation of
Java¨ components by developers who first write tests, and then write code that satisfies the test.

2. More or less simultaneously, the infrastructure configuration is also refined, also "as-code".

3. The source repository  contains both functional and infrastructure artifacts (text-based).

4. When the repository detects the new Òcheck-inÓ, it contacts the build choreography manager,
which launches a dedicated environment to build and test the new code. The environment is
configured using ÒInfrastructure as CodeÓ techniques; in this way, it can be created automatically
and quickly.

5. If the code passes all tests, the compiled and built binary executables may then be Òchecked inÓ to a
package management repository.

6. Infrastructure choreography may be invoked at various points to provision and manage compute,
storage, and networking resources (on-premise or cloud-based).
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7. Release automation deploys immutable binary packages to target infrastructure.

8. Examples of such infrastructure may include quality assurance, user acceptance, and production
environments.

9. The production system is monitored for availability and performance.

10. An emerging practice is to manage the end-to-end flow of all of the above activities as
"choreography", providing comprehensive traceability of configuration and deployment activities
across the pipeline.

6.1.3.3.3. Test Automation and Test-Driven Development

Testing software and systems is a critically important part of digital product development. The earliest
concepts of waterfall development  called for it explicitly, and Òsoftware testerÓ as a role and Òsoftware
quality assuranceÓ as a practice have long histories. Evolutionary approaches to software have a
potential major issue with software testing:

As a consequence of the introduction of new bugs, program maintenance
requires far more system testing per statement written than any other
programming. Theoretically, after each fix one must run the entire bank of test
cases previously run against the system, to ensure that it has not been
damaged in an obscure way. In practice, such regression testing must indeed
approximate this theoretical ideal, and it is very costly.

Ñ Fred Brooks, Mythical Man-Month

This issue was and is well known to thought leaders in Agile software development. The key response
has been the concept of automated testing so that any change in the software can be immediately
validated before more development along those lines continues. One pioneering tool was JUnit:

The reason JUnit is important É is that the presence of this tiny tool has been
essential to a fundamental shift for many programmers. A shift where testing
has moved to a front and central part of programming. People have advocated it
before, but JUnit made it happen more than anything else.

Ñ Martin Fowler, http://martinfowler.com/books/meszaros.html

From the reality that regression testing was Òvery costlyÓ (as stated by Brooks in the above quote), the
emergence of tools like JUnit (coupled with increasing computer power and availability) changed the
face of software development, allowing the ongoing evolution of software systems in ways not
previously possible.

In test-driven development, the idea essence is to write code that tests itself, and in fact to write the
test before writing any code . This is done through the creation of test harnesses and the tight
association of tests with requirements. The logical culmination of test-driven development was
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expressed by Kent Beck in eXtreme Programming : write the test first cite:[Beck2000]. Thus:

1. Given a Òuser storyÓ (i.e., system intent ), figure out a test that will demonstrate its successful
implementation

2. Write this test using the established testing framework

3. Write the code that fulfills the test

Employing test-driven development completely and correctly requires thought and experience. But it
has emerged as a practice in the largest-scale systems in the world. Google runs many millions of
automated tests daily cite:[Whittaker2012]. It has even been successfully employed in hardware
development cite:[Gruver2013].

6.1.3.3.4. Refactoring and technical debt

Test-driven development enables the next major practice, that of refactoring. Refactoring is how
technical debt is addressed. What is technical debt? Technical debt is a term coined by Ward
Cunningham and is now defined by Wikipedia as:

É the eventual consequences of poor system design, software architecture, or software development
within a code base. The debt can be thought of as work that needs to be done before a particular job can
be considered complete or proper. If the debt is not repaid, then it will keep on accumulating interest,
making it hard to implement changes later on É Analogous to monetary debt, technical debt is not
necessarily a bad thing, and sometimes technical debt is required to move projects forward.
cite:[Wikipedia2016]

Test-driven development ensures that the systemÕs functionality remains consistent, while refactoring
provides a means to address technical debt as part of ongoing development activities. Prioritizing the
relative investment of repaying technical debt versus developing new functionality will be examined
in future sections.

Technical debt is covered further in here .

6.1.3.3.5. Continuous Integration

As systems engineering approaches transform to cloud  and Infrastructure as Code , a large and
increasing percentage of IT work takes the form of altering text files and tracking their versions . This
was covered in the discussion of configuration management  with artifacts such as scripts  being
created to drive the provisioning and configuring of computing resources. Approaches which
encourage ongoing development and evolution are increasingly recognized as less risky since systems
do not respond well to big ÒbatchesÓ of change. An important concept is that of Òcontinuous
integrationÓ, popularized by Paul Duvall in his book of the same name cite:[Duvall2007].

In order to understand why continuous integration is important, it is necessary to discuss further the
concept of source control and how it is employed in real-world settings. Imagine Mary has been
working for some time with her partner Aparna in their startup (or on a small team) and they have
three code modules (see Figure 35, ÒFile B being Worked on by Two PeopleÓ ). Mary is writing the web
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front end (file A), Aparna is writing the administrative tools and reporting (file C), and they both
partner on the data access layer (file B). The conflict, of course, arises on file B that they both need to
work on. A and C are mostly independent of each other, but changes to any part of B can have an
impact on both their modules.

If changes are frequently needed to B, and yet they cannot split it into logically separate modules, they
have a problem; they cannot both work on the same file at the same time. They are each concerned
that the other does not introduce changes into B that ÒbreakÓ the code in their own modules A and C.

Figure 35. File B being Worked on by Two People

In smaller environments, or under older practices, perhaps there is no conflict, or perhaps they can
agree to take turns. But even if they are taking turns, Mary still needs to test her code in A to make sure
it has not been broken by changes Aparna made in B. And what if they really both need to work on B
(see Figure 35, ÒFile B being Worked on by Two PeopleÓ ) at the same time?

Given that they have version control  in place, each of them works on a ÒlocalÓ copy of the file (see
illustration ÒFile B being worked on by two peopleÓ).

That way, they can move ahead on their local workstations. But when the time comes to combine both
of their work, they may find themselves in Òmerge hellÓ. They may have chosen very different
approaches to solving the same problem, and code may need massive revision to settle on one code
base. For example, in the accompanying illustration, MaryÕs changes to B are represented by triangles
and AparnaÕs are represented by circles. They each had a local version on their workstation for far too
long, without talking to each other.
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The diagrams represent the changes graphically; of course, with real code, the different graphics
represent different development approaches each person took. For example, Mary had certain needs
for how errors were handled, while Aparna had different needs.

Figure 36. Merge Hell

In Figure 36, ÒMerge HellÓ, where triangles and circles overlap, Mary and Aparna painstakingly have to
go through and put in a consolidated error handling approach, so that the code supports both of their
needs. The problem, of course, is there are now three ways errors are being handled in the code. This
is not good, but they did not have time to go back and fix all the cases. This is a classic example of
technical debt .

Suppose instead that they had been checking in every day. They can identify the first collision quickly
(see Figure 37, ÒCatching Errors Quickly is ValuableÓ ), and have a conversation about what the best
error handling approach is. This saves them both  the rework of fixing the collisions, and  the technical
debt they might have otherwise accepted:
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Figure 37. Catching Errors Quickly is Valuable

These problems have driven the evolution of software configuration management for decades. In
previous methods, to develop a new release, the code would be copied into a very long-lived ÒbranchÓ
(a version of the code to receive independent enhancement). Ongoing ÒmaintenanceÓ fixes of the
existing code base would also continue, and the two code bases would inevitably diverge. Switching
over to the ÒnewÓ code base might mean that once-fixed bugs (bugs that had been addressed by
maintenance activities) would show up again, and, logically, this would not be acceptable. So, when the
newer development was complete, it would need to be merged back into the older line of code, and
this was rarely if ever easy (again, Òmerge hellÓ). In a worst-case scenario, the new development might
have to be redone.
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Figure 38. Big Bang versus Continuous Integration

Enter continuous integration (see Figure 38, ÒBig Bang versus Continuous IntegrationÓ ). As presented in
cite:[Duvall2007] the key practices (note similarities to the pipeline discussion ) include:

¥ Developers run private builds including their automated tests before committing to source control

¥ Developers check in to source control at least daily

! Distributed version control systems such as git are especially popular, although older
centralized products are starting to adopt some of their functionality

! Integration builds happen several times a day or more on a separate, dedicated machine

¥ 100% of tests must pass for each build, and fixing failed builds is the highest priority

¥ A package or similar executable artifact is produced for functional testing

¥ A defined package repository exists as a definitive location for the build output

Rather than locking a file so that only one person can work on it at a time, it has been found that the
best approach is to allow developers to actually make multiple copies of such a file or file set and work
on them simultaneously.

This is the principle of continuous integration at work. If the developers are continually pulling each
otherÕs work into their own working copies, and continually testing that nothing has broken, then
distributed development can take place. So, for a developer, the dayÕs work might be as follows:

8 AM: check out files from master source repository to a local branch on the workstation. Because files
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are not committed unless they pass all tests, the code is clean. The developer selects or is assigned a
user story (requirement) that they will now develop.

8:30 AM: The developer defines a test and starts developing the code to fulfill it.

10 AM: The developer is close to wrapping up the first requirement. They check the source repository.
Their partner has checked in some new code, so they pull it down to their local repository. They run all
the automated tests and nothing breaks, so all is good.

10:30 AM: They complete their first update of the day; it passes all tests on the local workstation. They
commit it to the master repository. The master repository is continually monitored by the build server,
which takes the code created and deploys it, along with all necessary configurations, to a dedicated
build server (which might be just a virtual machine or transient container). All tests pass there (the test
defined as indicating success for the module, as well as a host of older tests that are routinely run
whenever the code is updated).

11:00 AM: Their partner pulls these changes into their working directory. Unfortunately, some changes
made conflict with some work the partner is doing. They briefly consult and figure out a mutually-
acceptable approach.

Controlling simultaneous changes to a common file is only one benefit of continuous integration.
When software is developed by teams, even if each team has its own artifacts, the system often fails to
Òcome togetherÓ for higher-order testing to confirm that all the parts are working correctly together.
Discrepancies are often found in the interfaces between components; when component A calls
component B, it may receive output it did not expect and processing halts. Continuous integration
ensures that such issues are caught early.

6.1.3.3.6. Continuous Integration Choreography

DevOps and continuous delivery call for automating everything that can be automated. This goal led to
the creation of continuous integration managers such as Hudson, Jenkins, Travis CI, and Bamboo. Build
managers may control any or all of the following steps:

¥ Detecting changes in version control repositories and building software in response

¥ Alternately, building software on a fixed (e.g., nightly) schedule

¥ Compiling source code and linking it to libraries

¥ Executing automated tests

¥ Combining compiled artifacts with other resources into installable packages

¥ Registering new and updated packages in the package management repository, for deployment into
downstream environments

¥ In some cases, driving deployment into downstream environments, including production (this can
be done directly by the build manager, or through the build manager sending a message to a
deployment management  tool)
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Build managers play a critical, central role in the modern, automated pipeline and will likely be a
center of attention for the new digital practitioner in their career.

Figure 39. Deployment

6.1.3.3.7. Continuous Delivery

Once the software is compiled and built, the executable files that can be installed and run
operationally should be checked into a package manager . At that point, the last mile steps can be taken,
and the now tested and built software can be deployed to pre-production or production environments
(see Figure 39, ÒDeploymentÓ). The software can undergo usability testing, load testing, integration
testing, and so forth. Once those tests are passed, it can be deployed to production.

Moving new code into production has always been a risky procedure. Changing a running system
always entails some uncertainty. However, the practice of Infrastructure as Code coupled with
increased virtualization has reduced the risk. Often, a rolling release strategy is employed so that code
is deployed to small sets of servers while other servers continue to service the load. This requires
careful design to allow the new and old code to co-exist at least for a brief time.

This is important so that the versions of software used in production are well controlled and
consistent. The package manager can then be associated with some kind of deploy tool that keeps track
of what versions are associated with which infrastructure.

Timing varies by organization. Some strive for true Òcontinuous deploymentÓ, in which the new code
flows seamlessly from developer commit through build, test, package, and deploy. Others put gates in
between the developer and check-in to mainline, or source-to-build, or package-to-deploy so that some
human governance remains in the toolchain. This document goes into more detail on these topics in
the section on digital operations .
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6.1.3.3.8. The Concept of “Release”

Release management, and the concept of a ÒreleaseÓ, are among the most important and widely seen
concepts in all forms of digital management. Regardless of working in a cutting-edge Agile startup with
two people or one of the largest banks with a portfolio of thousands of applications, releases for
coordination and communication are likely being used.

What is a Òrelease?Ó Betz defined it this way in other work: ÒA significant evolution in an IT service,
often based on new systems development, coordinated with affected services and stakeholders.Ó
Release managementÕs role is to ÒCoordinate the assembly of IT functionality into a coherent whole
and deliver this package Into a state in which the customer is getting the intended valueÓ,
cite:[Betz2011a(68),Betz2011a(119)].

Evidence of Notability

DevOps has not yet been fully recognized for its importance in academic guidance or peer-reviewed
literature. Nevertheless, its influence is broad and notable. Significant publications include
cite:[Duvall2007, Allspaw2009, Humble2011, Kim2013, Kim2016, Forsgren2018]. Large international
conferences (notably the DevOps Enterprise Summit, https://itrevolution.com/devops_events/ ) are
dedicated to the event, as well as many smaller local events under the banner of "DevOpsDays"
(https://www.devopsdays.org/ ).

Limitations

Like Agile, DevOps is primarily valuable in the development of new digital functionality. It has less
relevance for organizations that choose to purchase digital functionality; e.g., as SaaS offerings . While
it includes the fragment "Ops", it does not cover the full range of operational topics covered in the
Operations Competency Area , such as help desk and field services.

Related Topics

¥ Digital Infrastructure

¥ Infrastructure as Code

¥ Agile Development

¥ Digital Operations

¥ Digital Product Management

¥ Work Management

¥ Lean Product Development

6.1.3.4. Cloud-Native, APIs, and Microservices

Introduction

Before venturing into understanding the cloud-native computing paradigm, let us take time to
understand software or application development techniques that would enable rapid development,
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testing, and deployment.ÊMost organizations today have more than one product, and the features in the
products are interlinked.ÊIn addition, there is usually a need to work with third-party solution
providers; for example, a payment processing entity or routing a document for signatures.ÊThe basics
of business process demand isolating change, and enabling concurrent development. This need and
concept are not new.

Over the past decade, the industry has invested in development of multiple specialized technologies
and application development languages to address challenges like developer productivity, memory
usage minimization, and load distribution.ÊEvery software or application development team weighs in
on the teamÕs familiarity with a technical stack and the business challenges that need to be overcome
to select a programming model and language.ÊThis has resulted in availability of solutions that require
a level of abstraction, in order to enable a business process that maximizes reuse.ÊKeep in mind part of
a solution could be developed by members outside of a team and potentially the business; for example,
shopping cart developed by one team, promotions by another team within the same company, the
payment processing/settlement by a bank, and the shipping management by a logistics provider. To
enable this, the services should be discoverable, and effort to connect and manage traffic should be
minimized.

Finally, having developed a piece of software, the time to configure the environment and deploy the
solution for others to use should be minimized as well.ÊIt is natural for business to search for third-
party service providers, either based on total cost, feature differentiation, or enabling flexibility and
choice for customers.ÊThis would mean that changes to configurations for connecting to multiple
service providers for the same or distinct features should not take effort to manage.

6.1.3.4.1. Traditional versus Contemporary Runtime Considerations

Most applications created in the past fell into two categories: managing a large integrated process - for
example, Enterprise Resource Management (ERM), Customer Relationship Management (CRM), Plant
Product Lifecycle Management (PLM), Supply Chain Management (SCM) - or point solutions for
internal operations (say, Document Management, Contract Management).ÊAlmost all such applications
ran within the data centers of a business.ÊThey had limited need to connect with the external world.

Most contemporary enterprise solutions execute specialized functionality in a shared environment
(e.g., public cloud or a controlled hosting location), whereas almost all of the personal productivity
solutions execute completely in a shared environment ( aka  cloud).ÊThese shared environments
demand virtualization of compute, memory, storage, and networking so that a level of isolation and
resiliency can be enabled for fluctuations in usage patterns and sources of random failures like
hardware, power supply, and real estate.ÊThe concept of virtualization is the same for on-premise
(capital use environment) and cloud (shared environment) situations.

As business solution developers focus on specialized sets of features, the focus for contemporary
software applications shifts to integration across multiple CSPs.ÊThese CSPs could change the behavior
of the infrastructure or the enterprise features at different cadences.ÊThis implies that the software
application a user interacts with should be resilient to random feature changes as well.

From the solution providerÕs point of view, the end user no longer follows a set schedule or "business
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hours".ÊThe unpredictability in demand should be handled in such a way that the end user is happy
and the solution environment is healthy too.

One of the approaches to overcome these needs is to develop a cloud-native solution that can execute a
on-premise or shared data center, stay tightly integrated in one location or be geographically
distributed, and take nothing for granted about its execution environment.

Technical approaches to balancing these trends require:

¥ Isolation of business rule execution while assuring interface stability

¥ Techniques and feasibility of developing and validating a change in a short span of time

¥ Techniques and feasibility of deploying and scaling changes in minutes

¥ Rewiring services at will to solve evolving business and human problems

¥ Techniques and feasibility of maintaining the stability of interconnection across services across
environments

¥ Understanding and managing latency per feature and evolution of features

¥ Responding to requests from any part of the world, as the users by themselves are highly mobile

In summary, what we are looking for are ways to deliver location and technology-independent services
Ð independent of which technology, technique, location of the team, or location of execution of the
logic. The services by themselves should be not be attached to a location of resources it needs like
memory, compute, storage, or network; it should be adaptive to the economic or transactional activity
of the users in the real world, with no fixed time schedule, no geographic affinity, or patterns of
demand. Finally, the services should have a way to be assured of the identity of the requestor of the
services.ÊCloud-native development is an approach to achieve all of these, irrespective of on-premise or
public hosting.

6.1.3.4.2. Cloud-native development

The Cloud-Native Computing Foundation (CNCF) states in its charter:

Cloud-native systems will have the following properties:

(a) Container packaged . Running applications and processes in software containers as an isolated unit
of application deployment, and as a mechanism to achieve high levels of resource isolation. Improves
overall developer experience, fosters code and component reuse, and simplifies operations for cloud-
native applications.

(b) Dynamically managed . Actively scheduled and actively managed by a central orchestrating
process. Radically improve machine efficiency and resource utilization while reducing the cost
associated with maintenance and operations.

(c) Microservices-oriented . Loosely-coupled with dependencies explicitly described (e.g., through
service endpoints). Significantly increase the overall agility and maintainability of applications. The
foundation will shape the evolution of the technology to advance the state of the art for application
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management, and to make the technology ubiquitous and easily available through reliable interfaces.

First, the containers, the management services, and the computing logic require boundaries to be well
defined.ÊInteraction across the boundaries, the business logic, the storage, or the transport of the
information are defined using a set of APIs.ÊTo succeed in using cloud-native computing as a
development style, the approach and maturity of using APIs will have to be hardened. APIs will have to
be made discoverable with or without preconditions.ÊAPIs should be made to act as a line of defense
against computing resources and data sources.

Second, with each boundary providing a degree of assurance and reliability, hardening is required
around validation of configurations and their ongoing maintenance.ÊServices and environments can be
stood up and torn down via rules-based automation.ÊWhile this simplifies the response to
unpredictable demand, it makes it harder for triaging an event or an incident.ÊBasic infrastructure
must provide a set of predefined hardening services as well, like a logging platform, telemetry, circuit
breakers, and load balancing.

Next is the need to package the runtime environment like the Java Virtual Machine (JVM) or the
dotNET Core, the application server, and the application (compute + storage) together, making the
application and its configuration independent of the execution environment. This packaging model is
called ÒcontainersÓ. Containers are highly portable across development, test, or production
environments. Scaling is limited by how the application is designed. For the scaling to work, a level of
external support is needed to share the authentication secrets across the instances of the containers or
manage the ramp-up/shutdown sequences of the container. These logics and policies will have to be
developed as code and deployed to the container management system.

Immutability  is also a common characteristic of cloud-native systems.

The bottom line is that anything that could be conceived as a set of rules and look-ups should be
developed as code, tagged for its respective target, and the delivered from code-complete to execute
automated via policy and rules engines.

Approaches to note include:

¥ Kubernetes  and other schedulers

¥ Service meshes (e.g., Istio)

¥ Other CNCF projects

Some of the current CNCF projects are focused on managing or providing services for: registry, storage,
package composition, service mesh, messaging, service discovery, security, distributed tracing, proxies,
networking, container runtime, remote procedural call management, logging, monitoring, and
orchestration of containers and runtimes.

Microservices

Other than the "branding", there is no clear definition or a list of characteristic for "microservices". For
the purposes of this document, we define a service to be a "micro", if it meets the following criteria:
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¥ Performs an atomic function

¥ Time to modify the service, validate its dependencies and scalability, and redeploy for end-user
consumption is hours, not days

¥ Is elastic, resilient, complete, and composable

¥ Is not OS, execution location, or programming language-dependent

Use of microservices should be well thought out and justifiable. Since each service is atomic, to
complete a business task, there may be a need to orchestrate more than a handful of services. Not only
does this make triaging, refactoring, testing, and deployment complex, it adds runtime latencies and
points of failure. Services that are invoked together should be colocated to reduce the latency which
makes definition of automation rules for scaling challenging. When all of these aspects are considered
and solved, microservices definitely helps the organization to be nimble in responding to user
expectation changes or business logic changes.

6.1.3.4.3. 12-factor approach to application development

In the previous section we discussed seven technical aspects of contemporary application
development. Now, let us narrow them further so that a solid process and platform are created for any
individual who gets onboarded into the team. These are commonly referred in the industry as the " 12-
factor approach" (see https://12factor.net/ ).

These best practices enable teams to use declarative formats for automation; interactions with
underlying layers and application execution on top of a layer via well-defined contracts; keeping the
configurations the same as much as possible between non-production and production environments to
support continuous deployment; and allowing for making automated scaling choices.

It takes effort to achieve all of these best practices. The journey to excellence will vary with team
maturity and the starting point.

Why do we talk about good practices when we talk about microservices? The simple reason is that the
number of microservices can grow exponentially with time and would make it hard to keep track of
each of the services and how the teams work with them. Also, refactoring a set of microservices will
become challenging in no time.

The Factors

Factor 1 : It is all about the code base!

Put all code into a source control system. Next, plan how you are going to manage the code as
"applications" or "apps". There are several strategies to consider - put everything that is related to a
single product into one repository, or building on the repo (short form for "repository") for each
product. However, if your product uses different solutions for API proxies or environment
management processes, that may force creation of additional repos. Identify the development pipeline,
deployment pipeline, and runtime managers to build a strategy for designing the repo structure(s). The
same strategy can be applied to applications and services built on top of the platform or product.
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Factor 2  : Declare, document, and manage dependencies

It is human nature to forget things, especially details. Unless something is documented, there is no fall
back available to provide instructions at the time of deployment to any environment. As soon as a
dependency like a code library, database, or a third-party tool is identified, it should be declared in the
deployment and installation flow. Manage the dependency declaration as "source code management".
This will eliminate the possibilities of unexpected deltas across environments.

Factor 3  : Manage variances across environments (configs)

Code remains the same; dependencies stay the same across environments but can grow with features
being developed; however, configurations vary. This can occur from unsecured declarations to secure
Uniform Resource Identifiers (URIs), access tokens, logging levels, etc. Some of these configurations
demand access isolation depending on the target environment. Manage configurations like code in a
"source control" solution, but in a different location from the business logic code. Make the location
explicit for the business logic code to read at runtime to manage its behavior accordingly.

Factor 4  : Access resources by reference

While the application (app) should be designed to perform atomic actions, the reality is that no app can
function in isolation. It needs access to resources such as a database, queuing system, file services,
cache, etc. These services should be exposing themselves via URIs, and they should be accessed by the
app using these URIs supported by an appropriate access control mechanism. This keeps the services
fully replaceable and executable in a location-agnostic way.

Factor 5  : Keep the lifecycle stages separate and responsibilities well predefined

Software delivery stages are well defined: build , release, and run . The logic, dependencies, and
configuration gets well defined at the development or the build stage. Developers should anticipate all
possible runtime failure scenarios, or create breadcrumbs that can provide diagnostic detail of
unanticipated scenarios at the developmental stage. The release stage merely moves the code and
updates the configurations across as the app is promoted across environments. However, be sure to
automate the release process, so that hand-off and human memory issues do not add time to a release;
in addition, the runtime simply behaves as planned. Keeping these stages different and separate
improves reliability on the software and resiliency of the process.

Factor 6  : Separate business logic and workflow progression details (stateless processes)

All business processes need an awareness of their predecessor and successor. However, the business
logic  does not. The apps should focus on the business logic, and rely on the backing services like
database to decide the next step or where to recover from. This makes the solution fault-tolerant,
scalable, and robust.

Factor 7  : Distinguish how an app is exposed internally and externally ( aka  port binding)

We identified in Factor 4 that each service should represent itself via a URI. From a security
perspective, and to avoid latencies, it may be possible to skip some of these steps for clients within
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your network (where no public infrastructure is used). When such a possibility exists, take advantage
of it by creating two different endpoint URIs for internal apps and external apps (those using public
infrastructure).

Factor 8  : Infrastructure isolation via concurrency

It is not enough to make the apps handle atomic operations in isolation in a stateless fashion. The
underlying infrastructure, compute, and memory functions should also be designed for resiliency and
scalability. Dedicated resources should be created for these apps so that each can be scaled without
affecting the performance of other apps.

Factor 9  : Reduce the startup, shutdown overhead

Having externalized the configurations and backing services, the only thing left for the app to manage
is the time it takes for it to be "available for transaction processing" or handling unexpected "crashes".
As each app is designed to be atomic, we have increased the number of dependencies which can
increase the time to reach a "ready" state. Manage the environment in such a way that the external
dependencies and configuration lookup services are resilient and always available, so that startup and
shutdown can happen quickly. When a crash happens, the recovery can also be graceful. Startup time
also impacts the scalability of the app.

Factor 10  : Keep the environment footprints the same (parity of non-prod and prod
environments)

To assure quality and reliability, the environmental configurations of all non-production environments
should be the same as the production environment. It helps in automating the integration of services
and validating the failure and scaling scenarios to be assured of the runtime behavior in the
production environment. Deliberately design the resource needs and startup times of your application
to be as minimal as possible, so that they can be scaled to meet variances in demand.

Factor 11  : Keep the guessing out of triaging runtime issues (log as event streams)

In a microservices environment, apps and services can scale on-demand, and can execute in any
location as determined by the code in the infrastructure. There is no way to anticipate where
something will be executed, or guess the location of the infrastructure where the failure occurred. Log
key steps of execution with the details of the infrastructure location locally, but send them out to a
common location as soon as possible. Logging locally reduces runtime overheads; sending logs to a
common location immediately helps investigation. The triaging and investigation process should be
supported with an appropriate querying and analytic tool.

Factor 12  : Treat administration of apps as a first-class app or service citizen

Nothing other than the business logic contained in the app or the service perform any action on the
backing services. The same goes for managing the configurations of endpoints and scaling options.
Create an admin console that uses the same apps or services to update the database, configurations,
dependency list, etc. The admin console is principally a shell that can perform startup and shutdown
actions, in addition to supporting A/B testing, canary testing, or blue/green deployment models. The
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admin console can also be used to manage the log levels in a controlled fashion to investigate runtime
issues.

Evidence of Notability

https://www.cncf.io/blog/2017/05/15/developing-cloud-native-applications/

https://www.cncf.io/projects/

Limitations

To be added in a future version.

Related Topics

To be added in a future version.

6.1.3.5. Securing Applications and Digital Products

Description

Application security includes a broad range of specialized areas, including secure software design and
development, threat modeling, vulnerability assessment, penetration testing, and the impact of
security on DevOps (and vice versa ). As with other aspects of security, the move to cloud computing
brings some changes to application security. The CSA guidance on cloud security specifically addresses
application security considerations in cloud environments in domain 10 of their latest cloud security
guidance.

An important element of application security is Secure Software Development Lifecycle (SSDLC), an
approach toward developing software in a secure manner. Numerous frameworks and resources are
available to follow, including from Microsoft (Security Development Lifecycle), NIST (NIST SP 800-64
Rev. 2), ISO/IEC (ISO/IEC 27034-1:2011), and the Open Web Application Security Project (OWASP Top
Ten). In addition, information resources available from MITRE including Common Weaknesses
Enumeration (CWE) and Common Vulnerability and Exposures (CVE) are helpful to development
teams striving to develop secure code.

A basic approach to secure design and development will include these phases: Training Ð Define Ð
Design Ð Develop Ð Test.[3] A component of an SSDLC is threat modeling. Good resources on threat
modeling are available from Microsoft and from The Open Group.

It is worth noting that the move to cloud computing affects all aspects of an SSDLC, because cloud
services abstract various computing resources, and there are automation approaches used in cloud
services that fundamentally change the ways in which software is developed, tested, and deployed in
cloud services versus in on-premises computing. In addition, there are significant differences in the
degree of visibility and control that is provided to the customer, including availability of system logs at
various points in the computing stack.

Application security will also include secure deployment, encompassing code review, unit, regression,
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and functional testing, and static and dynamic application security testing.

Other key aspects of application security include vulnerability assessment and penetration testing.
Both have differences in cloud versus on-premises, as a customerÕs ability to perform vulnerability
scans and penetration tests may be restricted by contract by the CSP, and there may be technical issues
relating to the type of cloud service, single versus multi-tenancy of the application, and so on.

Evidence of Notability

To be added in a future version.

Limitations

To be added in a future version.

Related Topics

¥ Security Development Lifecycle (Microsoft)

¥ Threat Modeling (Microsoft)

¥ Open Enterprise Security Architecture (O-ESA) (The Open Group)

¥ Security Considerations in the System Development Life Cycle (NIST)

¥ Security Guidance for Critical Areas of Focus in Cloud Computing (CSA)

¥ Application Security - Part 1: Overview and Concepts, ISO/IEC27034-1:2011 (ISO/IEC)

¥ OWASP Top 10

¥ https://cwe.mitre.org/ , Common Weaknesses Enumeration, Common Vulnerability, and Exposures
(MITRE)

6.1.4. Context I Conclusion

Preparing for the state transition to team.

6.1.4.1. Architectural View

The DPBoK contexts can be represented as subsets of The Open Group IT4IT Reference Architecture
(cite:[Open2015]). The IT4IT Reference Architecture is fully elaborated to support the largest digital
delivery organizations, and includes components that are critical from the earliest days of an
organizationÕs evolution. A proposed implementation order for IT4IT functional components is
mapped onto the DPBoK Standard at the end of each context.
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Figure 40. Architectural View

In this first context, the automation requirements are minimal but present. The ability to track the
state of the digital service across a rudimentary build/run pipeline is essential from the earliest efforts.

The digital nucleus should implement:

¥ Source Control Component

¥ Build Component

¥ Build Package Component

¥ Configuration Management Component

There is some ambiguity in the terminology, in that Source Control and Package Management are both
forms of Configuration Management in an abstract sense. However, neither of them covers
deployment to operational systems; additional capability is required for that.

Context I "Architectural View" Learning Objectives

¥ Identify the IT4IT components suitable for Context I

Related Topics

¥ Configuration Management and Infrastructure as Code

¥ DevOps Technical Practices
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6.2. Context II: Team
Context Description

The hypothetical startup or product prototype has met with some success, and is now supported by a
team. (If the founder was based in an enterprise, they have been promoted to team lead.) The team has
a single mission and a cohesive identity, but still does not need a lot of overhead to get the job done.

Even with a few new people comes the need to more clearly establish product direction, so people are
building the right thing. The team is all in the same location, and can still communicate informally, but
there is enough going on that it needs a more organized approach to getting work done.

Things are getting larger and more complex. The product has a significant user base, and the founder
is increasingly out meeting with users, customers, and investors. As a result, she isnÕt in the room with
the product team as much any more; in fact, she just named someone to be Òproduct ownerÓ. Finally,
the product is not valuable if people cannot understand how best to use it, or if it is not running and
the right people canÕt get to it.

The practices and approaches established at the team level are critical to the higher levels of scale
discussed in Contexts III and IV. Context II focuses on small, cross-functional, outcome-oriented teams,
covering product management, work management, shared mental models, visualization, and systems
monitoring. It covers collaboration and customer intimacy, and the need to limit work-in-process, and
blameless cultures where people are safe to fail and learn. All of these are critical foundations for
future growth; scaling success starts with building a strong team level.

Competency Area: Product Management

The original product developer is spending more time with investors and customers, and maintaining
alignment around the original product vision is becoming more challenging as they are pulled in
various directions. They need some means of keeping the momentum here. The concept of Òproduct
managementÓ represents a rich set of ideas for managing the teamÕs efforts at this stage.

Competency Area: Work Management

Even with a small team of five people (let alone eight or nine), it is too easy for balls to get dropped as
work moves between key contributors. The team probably doesnÕt need a complex software-based
process management tool yet, but it does need some way of managing work-in-process. More generally,
work takes many forms and exists as a concept at different scales.

One of the most important aspects of DevOps and Agile is "systems thinking", and even a small team
building one digital product can be viewed as a system. The term "information system" has a long
history, but what is a "system"? What is feedback? There is a rich body of knowledge describing these
topics.
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Competency Area: Operations Management

Since Section 6.1.3, ÒApplication DeliveryÓ , application developers have been running the product and
even answering the occasional phone call from customers. The team is now big enough that it starts to
become more specialized. Dedicated support staff answer phone calls, and even if the team rotates
operational responsibilities across developers, they are a distinct kind of Òinterrupt-drivenÓ work that
is not compatible with heads-down, focused software development. Complex digital systems are fragile
and tend to fail; how you learn (or donÕt) from those failures is a critical question. The learnings gained
from scaling systems in fact become a new source of demand on your product teams' development
time.

6.2.1. Product Management

Area Description

As a company or team grows, how does it ensure that newcomers share the same vision that inspired
the organizationÕs creation? This is the goal of product management as a formalized practice.

Product strategy was largely tacit in Context I. The founder or individual used product management
and product discovery practices, and may well be familiar with the ideas here, but the assumption is
that they did not explicitly formalize  their approach to them. Now the team needs a more prescriptive
and consistent approach to discovering, defining, designing, communicating, and executing a product
vision.

This Competency Area defines and discusses product management, and distinguishes it from project
and process management. It covers how product teams are formed and what practices and attitudes
should be established quickly.

Product management has various schools of thought and practices, including GothelfÕs Lean UX,
Scrum, and more specific techniques for product ÒdiscoveryÓ. The concepts of design and design
thinking are important philosophical foundations.

6.2.1.1. Product Management Basics

Description

Before work, before operations, there must be a vision of the product. A preliminary vision may exist,
but now as the organization grows, the Digital Practitioner needs to consider further how they will
sustain that vision and establish an ongoing capability for realizing it. Like many other topics in this
document, product management is a significant field in and of itself.

Historically, product management has not  been a major theme in enterprise IT management. IT
systems started by serving narrow purposes, often Òback-officeÓ functions such as accounting or
materials planning . Mostly, such systems were managed as projects assembled on a temporary basis,
resulting in the creation of a system to be Òthrown over the wallÓ to operations. Product management,
on the other hand, is concerned with the entire lifecycle. The product manager (or owner, in Scrum
terms) cares about the vision, its execution, the market reaction to the vision (even if an internal
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market), the health, care, and feeding of the product, and the productÕs eventual sunset or
replacement.

In the enterprise IT world, Òthird-partyÓ vendors (e.g., IBM¨) providing the back-office systems had
product management approaches, but these were external  to the IT operations. Nor were IT-based
product companies as numerous 40 years ago as they are today; as noted in the section on Digital
Transformation , the digital component of modern products continues to increase to the point where it
is often not clear whether a product is ÒITÓ or not.

Reacting to market feedback and adapting product direction is an essential role of the product owner.
In the older model, feedback was often unwelcome, as the project manager typically was committed to
the open-loop dead reckoning  of the project plan and changing scope or direction was seen as a failure,
more often than not.

Now, it is accepted that systems evolve, perhaps in unexpected directions. Rapidly testing, failing fast,
learning, and pivoting direction are all part of the lexicon, at least for market-facing IT-based products.
And even back-office IT systems with better understood scope are being managed more as systems (or
products) with lifecycles, as opposed to transient projects. (See the Amazon discussion , below.)

6.2.1.1.1. Defining Product Management

In order to define product management, the product first needs to be defined. Previously, it was
established that products are goods, services, or some combination, with some feature that provides
value to some consumer. BusinessDictionary.com defines it as follows :

[A Product is] A good, idea, method, information, object, or service created as a
result of a process and serves a need or satisfies a want. It has a combination
of tangible and intangible attributes (benefits, features, functions, uses) that a
seller offers a buyer for purchase. For example, a seller of a toothbrush offers
the physical product and also the idea that the consumer will be improving the
health of their teeth. A good or service [must] closely meet the requirements of
a particular market and yield enough profit to justify its continued existence.

Ñ BusinessDictionary.com

Product management , according to the same source , is:

The organizational structure within a business that manages the development,
marketing, and sale of a product or set of products throughout the product
lifecycle. It encompasses the broad set of activities required to get the product
to market and to support it thereafter.

Ñ BusinessDictionary.com
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Product management in the general sense often reports to the Chief Marketing Officer (CMO). It
represents the fundamental strategy of the firm, in terms of its value proposition and viability. The
product needs to reflect the enterpriseÕs strategy for creating and maintaining customers.

Product strategy for internally-facing  products is usually not  defined by the enterprise CMO. If it is a
back-office product, then Òbusiness within a businessÓ thinking may be appropriate. (Even the payroll
system run by IT for human resources is a ÒproductÓ, in this view.) In such cases, there still is a need
for someone to function as an Òinternal CMOÓ to the external Òcustomers".

With Digital Transformation , all kinds of products have increasing amounts of ÒITÓ in them. This
means that an understanding of IT, and ready access to any needed IT specialty skills, is increasingly
important to the general field of product management. Product management includes R&D, which
means that there is considerable uncertainty. This is of course also true of IT systems development.

Perhaps the most important aspect of product design is focusing on the user, and what they need. The
concept of outcome  is key. This is easier said than done. The general problem area is considered
marketing, a core business school topic. Entire books have been written about the various tools and
techniques for doing this, from focus groups to ethnographic analysis.

However, Marty Cagan recommends distinguishing product management from product marketing. He
defines the two as follows:

The product manager is responsible for defining Ñ in detail Ñ the product to be built and validating that
product with real customers and users. The product marketing person is responsible for telling the world
about that product, including positioning, messaging and pricing, managing the product launch,
providing tools for the sales channel to market and sell the product, and for leading key programs such as
online marketing and influencer marketing programs  cite:[Cagan2008(10-11)].

Criticisms of overly marketing-driven approaches are discussed below .

6.2.1.1.2. Process, Project, and Product Management

In the remainder of this document, we will continually encounter three major topics:

¥ Product Management (this Competency Area)

¥ Process Management (covered in Section 6.3.1, ÒCoordination and ProcessÓ)

¥ Project Management (covered in Section 6.3.1, ÒCoordination and ProcessÓ and Section 6.3.2,
ÒInvestment and PortfolioÓ )

They have an important commonality: all of them are concepts for driving results across
organizations . Here are some of the key differences between process, project, and product
management in the context of digital services and systems:
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Table 3. Process, Project, and Product Management

Process Project Product

Task-oriented Deliverable-oriented Outcome-oriented

Repeatable with a high degree of
certainty

Executable with a medium
degree of certainty

Significant component of R&D,
less certain of outcome Ñ
empirical approaches required

Fixed time duration, relatively
brief (weeks/months)

Limited time duration, often
scoped to a year or less

No specific time duration; lasts
as long as there is a need

Fixed in form, no changes
usually tolerated

Difficult to change scope or
direction, unless specifically set
up to accommodate

Must accommodate market
feedback and directional change

Used to deliver service value and
operate system (the ÒOpsÓ in
DevOps)

Often concerned with system
design and construction, but
typically not with operation (the
ÒDevÓ in DevOps)

Includes service concept and
system design, construction,
operations, and retirement (both
ÒDevÓ and ÒOpsÓ)

Process owners are concerned
with adherence and continuous
improvement of the process;
otherwise can be narrow in
perspective

Project managers are trained in
resource and timeline
management, dependencies, and
scheduling; they are not typically
incented to adopt a long-term
perspective

Product managers need to have
project management skills as
well as understanding market
dynamics, feedback, building
long-term organizational
capability

Resource availability and
fungibility is assumed

Resources are specifically
planned for, but their
commitment is temporary (team
is Òbrought to the workÓ)

Resources are assigned long-
term to the product (work is
Òbrought to the teamÓ)

The above distinctions are deliberately exaggerated, and there are of course exceptions (short projects,
processes that take years). However, it is in the friction between these perspectives we see some of the
major problems in modern IT management. For example, an activity which may be a one-time task or
a repeatable process results in some work product - perhaps an artifact (see Figure 41, ÒActivities
Create Work ProductsÓ ).

Figure 41. Activities Create Work Products

The consumer or stakeholder of that work product might be a project manager.

Project management includes concern for both the activities and the resources (people, assets,
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software) required to produce some deliverable (see Figure 42, ÒProjects Create Deliverables with
Resources and ActivitiesÓ ).

Figure 42. Projects Create Deliverables with Resources and Activities

The consumer of that deliverable might be a product manager. Product management includes concern
for projects and their deliverables, and their ultimate outcomes , either in the external market or
internally (see Figure 43, ÒProduct Management may Use ProjectsÓ ).

Figure 43. Product Management may Use Projects

Notice that product management may directly access activities and resources. In fact, earlier-stage
companies often do not formalize project management (see Figure 44, ÒProduct Management
Sometimes does not Use ProjectsÓ).

Figure 44. Product Management Sometimes does not Use Projects

In our scenario, you are now on a tight-knit, collaborative team. You should think in terms of
developing and sustaining a product. However, projects still exist, and sometimes you may find
yourself on a team that is funded and operated on that basis. You also will encounter the concept of
ÒprocessÓ even on a single team; more on that in Section 6.2.2, ÒWork ManagementÓ. We will go further
into projects and process management in Context III.
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6.2.1.1.3. Productization as a Strategy at Amazon

Amazon (the online retailer) is an important influence in the modern trend towards product-centric IT
management. First, all Amazon teams were told to assume that the functionality being built might at
some point be offered to external customers cite:[Lane2012].

Second, a widely reported practice at Amazon.com is the limitation of product teams to between five
and eight people , the number that can be fed by Òtwo pizzasÓ (depending on how hungry they are)
cite:[Gillett2014]. It has long been recognized in software and IT management that larger teams do not
necessarily result in higher productivity. The best known statement of this is " Brooks' LawÓ from The
Mythical Man-Month, that Òadding people to a late project will make it laterÓ cite:[Brooks1975].

The reasons for ÒBrooks' LawÓ have been studied and analyzed (see, for example, cite:[Madachy2008,
Choi2014]) but in general, it is due to the increased communication overhead of expanded teams.
Product design work (of which software development is one form) is creative and highly dependent on
tacit knowledge, interpersonal interactions, organizational culture, and other ÒsoftÓ factors. Products,
especially those with a significant IT component, can be understood as socio-technical systems, often
complex. This means that small changes to their components or interactions can have major effects on
their overall behavior and value.

This, in turn, means that newcomers to a product development organization can have a profound
impact on the product. Getting them Òup to speedÓ with the culture, mental models, and tacit
assumptions of the existing team can be challenging and rarely is simple. And the bigger the team, the
bigger the problem. The net result of these two practices at Amazon (and now General Electric and
many other companies ) is the creation of multiple nimble services that are decoupled from each other,
constructed and supported by teams appropriately sized for optimal high-value interactions.

Finally, Amazon founder Jeff Bezos mandated that all software development should be service-
oriented . That means that some form of standard API was required for all applications to communicate
with each other.

Evidence of Notability

Product management has a dedicated professional association, the Product Development and
Management Association (www.pdma.org.) Notable authors include Steve Blank, Marty Cagan, and Jeff
Gothelf. The topic as a whole is closely related to the general topic of R&D. There are many meetups,
conferences, and other events held under various banners such as Agile development.

Limitations

Product management tends to assume the existence of a market, and customers whose reaction is
unpredictable. This is not always the case in digital systems. Sometimes, digital artifacts and
capabilities have greater constraints, and must follow established specifications.

Related Topics

¥ Digital Value
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¥ Application Delivery

¥ Operational Component

¥ Investment

¥ Architectural Coordination

6.2.1.2. Product Discovery

Description

Now that we have discussed the overall concept of product management and why it is important, and
how product teams are formed, we can turn more specifically to the topics of product discovery and
product design (see Section 6.2.1.3, ÒProduct DesignÓ). We have previously discussed the overall digital
business context , as a startup founder might think of the problem. But the process of discovery
continues as the product idea is refined, new business problems are identified, and solutions (such as
specific feature ideas) are designed and tested for outcomes.

NOTE This guidance favors the idea that products are ÒdiscoveredÓ as well as "designedÓ.

The presence of a section entitled Òproduct discoveryÓ in this document is a departure from other IT
management textbooks. ÒTraditionalÓ models of IT delivery focus on projects and deliverables,
concepts we touched on previously  but that we will not explore in depth until later in the document.
However, the idea of Òproduct discoveryÓ within  the large company is receiving more and more
attention. Even large companies benefit  when products are developed with tight-knit teams using fast
feedback.

For our discussion here, the challenge with the ideas of projects and deliverables is that they represent
approaches that are more open-loop , or at least delayed in feedback . Design processes do not perform
well when feedback is delayed. System intent , captured as a user story or requirement, is only a
hypothesis until tested via implementation and user confirmation.

6.2.1.2.1. Formalizing Product Discovery

In Section 6.1.3, ÒApplication DeliveryÓ , we needed to consider the means for describing system intent .
Even as a bare-bones startup, some formalization of this starts to emerge, at the very least in the form
of test-driven development (see Figure 45, ÒProduct Discovery TacitÓ ).
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Figure 45. Product Discovery Tacit

But, the assumption in our emergence model is that more formalized product management emerges
with the formation of a team. As a team, we now need to expand ÒupstreamÓ of the core delivery
pipeline, so that we can collaborate and discover more effectively. Notice the grey box in Figure 46,
ÒProduct Discovery ExplicitÓ .

Figure 46. Product Discovery Explicit
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The most important foundation for your newly formalized product discovery capability is that it must
be empirical and hypothesis-driven . Too often, product strategy is based on the Highest Paid PersonÕs
Opinion (HiPPO).

The problem with relying on Ògut feelingÓ or personal opinions is that people Ñ regardless of
experience or seniority Ñ perform poorly in assessing the likely outcome of their product ideas. A
well-known case is the initial rejection of Amazon shopping cart suggestions cite:[Linden2006]. Some
well-known research on this topic was conducted by MicrosoftÕs Ronny Kohavi. In this research,
Kohavi and team determined that Òonly about 1/3 of ideas improve the metrics they were designed to
improveÓ cite:[Kohavi2009]. As background, the same report cites that:

¥ "Netflix considers 90% of what they try to be wrongÓ

¥ Ò75% of important business decisions and business improvement ideas either have no impact on
performance or actually hurt performanceÓ according to Qualpro (a consultancy specializing in
controlled experiments)

It is, therefore, critical to establish a strong practice of data-driven experimentation when forming a
product team and avoid any cultural acceptance of Ògut feelÓ or deferring to HiPPOs. This can be a
difficult transition for the company founder, who has until now served as the de facto  product
manager.

A useful framework, similar to Lean Startup  is proposed by Spotifyª, in the ÒDIBBÓ model:

¥ Data

¥ Insight

¥ Belief

¥ Bet

Data leads to insight, which leads to a hypothesis that can be tested (i.e., ÒbetÓ on Ñ testing hypotheses
is not free). We discuss issues of prioritization further in Section 6.2.2, ÒWork ManagementÓ, in the
section on cost of delay .

Don Reinertsen (whom we will read more about in Competency Area 5) emphasizes that such
experimentation is inherently variable . We canÕt develop experiments with any sort of expectation that
they will always succeed. We might run 50 experiments, and only have two succeed. But if the cost of
each experiment is $10,000, and the two that succeeded earned us $1 million each, we gained:

$ 2,000,000
$ Ñ  500,000
-----------
$ 1,500,000

Not a bad return on investment! (see cite:[Reinertsen2009], Section 6.2.1, ÒProduct ManagementÓ, for a
detailed, mathematical discussion, based on options and information theory). Roman Pichler, in Agile
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Product Management with Scrum , describes Òold-schoolÓ versus Ònew-schoolÓ product management as
in Table 4, ÒOld School versus New School Product ManagementÓ  (summarized from cite:[Pichler2010],
p.xii).

Table 4. Old School versus New School Product Management

Old School New School

Shared responsibility Single product owner

Detached/distant product management Product owner on the Scrum team

Extensive up-front research Minimal up-front work to define rough vision

Requirements frozen early Dynamic backlog

Late feedback due to lengthy release cycle Early and frequent releases drive fast feedback,
resulting in customer value

6.2.1.2.2. Product Discovery Techniques

There are a wide variety of techniques and even ÒschoolsÓ of product discovery and design. This
section considers a few representatives. At the team level, such techniques must be further formalized.
The techniques are not mutually-exclusive; they may be complementary. User Story Mapping was
previously mentioned. In product discovery terms, User Story Mapping is a form of persona analysis.
But that is only one of many techniques. Roman Pichler mentions ÒVision Box and Trade Journal
ReviewÓ and the ÒKano ModelÓ cite:[Pichler2010(39)]. Here, letÕs discuss:

¥ ÒJobs to be DoneÓ analysis

¥ Impact mapping

¥ Business analysis and architecture

Jobs to Be Done

The ÒJobs to be DoneÓ framework was created by noted Harvard professor Clayton Christensen, in part
as a reaction against conventional marketing  techniques that:

"frame customers by attributes - using age ranges, race, marital status, and other categories that
ultimately create products and entire categories too focused on what companies want to sell, rather than
on what customers actually need"  cite:[Christensen2015].

ÒSome products are better defined by the job they do than the customers they serveÓ, in other words
cite:[Traynor2016]. This is in contrast to many kinds of business and requirements analysis that focus
on identifying different user personas (e.g., 45-55 married Black woman with children in the house).
Jobs to be Done advocates argue that ÒThe job, not the customer, is the fundamental unit of analysisÓ
and that customers ÒhireÓ products to do a certain job cite:[Christensen2006].

To apply the Jobs to be Done approach, Des Traynor suggests filling in the blanks in the following
cite:[Traynor2016]:
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People hire your product to do the job of ------Ñ every --------Ñ when ----------. The other applicants for
this job are --------, --------, and --------, but your product will always get the job because of --------.

Understanding the alternatives people have is key. It is possible that the job can be fulfilled in multiple
different ways. For example, people may want certain software to be run. This job can be undertaken
through owning a computer (e.g., having a data center). It can also be managed by hiring someone
elseÕs computer (e.g., using a cloud provider). Not being attentive and creative in thinking about the
diverse ways jobs can be done places you at risk for disruption.

Impact Mapping

Understanding the relationship of a given feature or component to business objectives is critical. Too
often, technologists (e.g., software professionals) are accused of wanting Òtechnology for technologyÕs
sakeÓ.

Showing the Òline of sightÓ from technology to a business objective is, therefore, critical. Ideally, this
starts by identifying the business objective. Gojko AdzicÕs Impact Mapping: Making a big impact with
software products and projects  cite:[Adzic2012] describes a technique for doing so:

An impact map is a visualization of scope and underlying assumptions, created collaboratively by senior
technical and business people.

Starting with some general goal or hypothesis (e.g., generated through Lean Startup thinking), build a
ÒmapÓ of how the goal can be achieved, or hypothesis can be measured. A simple graphical approach
can be used, as in Figure 47, ÒImpact MapÓ.

Figure 47. Impact Map
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NOTE
Impact mapping is similar to mind mapping, and some drawing tools such as Microsoft
Visioª come with ÒMind MappingÓ templates.

The most important part of the impact map is to answer the question Òwhy are we doing this?Ó. The
impact map is intended to help keep the team focused on the most important objectives, and avoid less
valuable activities and investments.

For example, in the above diagram, we see that a bank may have an overall business goal of customer
retention. (It is much more expensive to gain a new customer than to retain an existing one, and
retention is a metric carefully measured and tracked at the highest levels of the business.)

Through focus groups and surveys, the bank may determine that staying current with online services
is important to retaining customers. Some of these services are accessed by home PCs, but increasingly
customers want access via mobile devices.

These business drivers lead to the decision to invest in online banking applications for both the
Apple¨ and Androidª mobile platforms. This decision, in turn, will lead to further discovery, analysis,
and design of the mobile applications.

The Business Analysis Body of Knowledge® (BABOK®)

One well-established method for product discovery is that of business analysis, formalized in the
Business Analysis Body of Knowledge  (BABOK), from the International Institute of Business Analysis
cite:[IIBA2015].

The BABOK defines business analysis as (p.442):

The practice of enabling change in the context of an enterprise by defining needs and recommending
solutions that deliver value to stakeholders .

The BABOK is centrally concerned with the concept of requirements, and classifies them as follows:

¥ Business requirements

¥ Stakeholder requirements

¥ Solution requirements

! Functional requirements

! Non-functional requirements

¥ Transition requirements

The BABOK also provides a framework for understanding and managing the work of business analysts;
in general, it assumes that a Business Analyst capability will be established and that maturing such a
capability is a desirable thing. This may run counter to the Scrum ideal of cross-functional, multi-
skilled teams. Also as noted above , the term " requirementsÓ has fallen out of favor with some Agile
thought leaders.
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6.2.1.3. Product Design

Once we have discovered at least a direction for the productÕs value proposition, and have started to
understand and prioritize the functions it must perform, we begin the activity of design. Design, like
most other topics in this document, is a broad and complex area with varying definitions and schools
of thought. The Herbert Simon quote at the beginning of this section is frequently cited.

Design is an ongoing theme throughout the humanities, encountered in architecture (the non-IT
variety), art, graphics, fashion, and commerce. It can be narrowly focused, such as the question of
what color scheme to use on an app or web page. Or it can be much more expansive, as suggested by
the field of design thinking. We will start with the expansive vision and drill down into a few topics.

6.2.1.3.1. Design Thinking

Design thinking is a recent trend with various definitions, but in general, combines a design sensibility
with problem solving at significant scale. It usually is understood to include a significant component of
systems thinking.

Design thinking is the logical evolution of disciplines such as user interface design when such designs
encounter constraints and issues beyond their usual span of concern. Although it has been influential
on Lean UX and related works, it is not an explicitly digital discipline.

There are many design failures in digital product delivery. What is often overlooked is that the entire
customer experience of the product is a form of design.

Consider for example Apple. Their products are admired worldwide and cited as examples of Ògood
designÓ. Often, however, this is only understood in terms of the physical product; for example, an
iPhone¨ or a MacBook Air¨. But there is more to the experience. Suppose you have technical
difficulties with your iPhone, or you just want to get more value out of it. Apple created its popular
Genius Bar support service, where you can get support and instruction in using the technology.

Notice that the product you are using is no longer just the phone or computer. It is the combination of
the device PLUS your support experience.  This is essential to understanding the modern practices of
design thinking and Lean UX.
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The following table condensed from Lotta Hassi and Miko Laakso cite:[Hassi2011] provides a useful
overview of design thinking:

Table 5. Design Thinking Key Characteristics

PRACTICES THINKING STYLES MENTALITY

¥ HUMAN-CENTERED
APPROACH; e.g., people-based,
user-centered, empathizing,
ethnography, observation

¥ THINKING BY DOING; e.g., early
and fast prototyping, fast
learning, rapid iterative
development cycles

¥ COMBINATION OF DIVERGENT
AND CONVERGENT
APPROACHES; e.g., ideation,
pattern finding, creating
multiple alternatives

¥ COLLABORATIVE WORK STYLE;
e.g., multi-disciplinary
collaboration, involving many
stakeholders, interdisciplinary
teams

¥ ABDUCTIVE REASONING; e.g.,
the logic of "what could be",
finding new opportunities, urge
to create something new,
challenge the norm

¥ REFLECTIVE REFRAMING; e.g.,
rephrasing the problem, going
beyond what is obvious to see
what lies behind the problem,
challenge the given problem

¥ HOLISTIC VIEW; e.g., systems
thinking, 360 degree view on the
issue

¥ INTEGRATIVE THINKING; e.g.,
harmonious balance, creative
resolution of tension, finding
balance between validity and
reliability

¥ EXPERIMENTAL &
EXPLORATIVE; e.g., the license to
explore possibilities, risking
failure, failing fast

¥ AMBIGUITY TOLERANT; e.g.,
allowing for ambiguity, tolerance
for ambiguity, comfortable with
ambiguity, liquid and open
process

¥ OPTIMISTIC; e.g., viewing
constraints as positive, optimism
attitude, enjoying problem
solving

¥ FUTURE-ORIENTED; e.g.,
orientation towards the future,
vision versus status quo,
intuition as a driving force

6.2.1.3.2. Hypothesis Testing

The concept of hypothesis testing is key to product discovery and design. The power of scalable cloud
architectures and fast continuous delivery pipelines has made it possible to test product hypotheses
against real-world customers at scale and in real time. Companies like Netflix and Facebook have
pioneered techniques like " canary deploymentsÓ and " A/B testingÓ.

In these approaches, two different features are tried out simultaneously, and the business results are
measured. For example, are customers more likely to click on a green button or a yellow one? Testing
such questions in the era of packaged software would have required lab-based usability engineering
approaches, which risked being invalid because of their small sample size. Testing against larger
numbers is possible, now that software is increasingly delivered as a service.

6.2.1.3.3. Usability and Interaction

At a lower level than the holistic concerns of design thinking, we have practices such as usability
engineering. These take many forms. There are many systematic and well-researched approaches to:
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¥ Usability, interaction design cite:[Cooper2009, Isaacs2002, Tidwell2006, Bank2016]

¥ Visualization cite:[Card1999, Tufte2001]

and related topics. All such approaches, however, should be used in the overall Lean Startup/ Lean UX
framework of hypothesis generation and testing. If we subscribe to design thinking and take a whole-
systems view, designing for ease of operations is also part of the design process. We will discuss this
further in Section 6.2.3, ÒOperations ManagementÓ . Developing documentation of the productÕs
characteristics, from the perspective of those who will run it on a day-to-day basis, is also an aspect of
product delivery.

6.2.1.3.4. Product Discovery versus Design

Some of the most contentious discussions related to IT management and Agile come at the intersection
of software and systems engineering, especially when large investments are at stake. We call this the
Òdiscovery versus designÓ problem.

Frequent criticisms of Lean Startup and its related digital practices are:

¥ They are relevant only for non-critical Internet-based products (e.g., Facebook and Netflix)

¥ Some IT products must fit much tighter specifications and do not have the freedom to ÒpivotÓ (e.g.,
control software written for aerospace and defense systems)

There are two very different product development worlds. Some product development ("cogs") is
constrained by the overall system it takes place within. Other product development ("flowers") has
more freedom to grow in different directions Ñ to ÒdiscoverÓ the customer.

The cog represents the world of classic systems engineering Ñ a larger objective frames the effort, and
the component occupies a certain defined place within it. And yet, it may still be challenging to design
and build the component, which can be understood as a product in and of itself. Fast feedback is still
required for the design and development process, even when the product is only a small component
with a very specific set of requirements.

The flower represents the market-facing digital product that may ÒpivotÓ, grow, and adapt according to
conditions. It also is constrained, by available space and energy, but within certain boundaries has
greater adaptability.

Neither is better than the other, but they do require different approaches. In general, we are coming
from a world that viewed digital systems strictly as cogs. Subsequently, we are moving towards a world
in which digital systems are more flexible, dynamic, and adaptable.

When digital components have very well-understood requirements, usually we purchase them from
specialist providers (increasingly Òas a serviceÓ). This results in increasing attention to the ÒflowersÓ of
digital product design since acquiring the ÒcogsÓ is relatively straightforward (more on this in the
section on sourcing ).
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Evidence of Notability

Product discovery techniques are widely discussed in the product management community and are
frequent topics of presentation at notable industry events such as Agile Alliance conferences.

Limitations

In organizations that are primarily purchasing software and not building it, product discovery
techniques may be less applicable. However, internal "products" understood as business capabilities
may still benefit from a design/discovery approach, even if they are based on (for example) a SaaS
offering.

Related Topics

¥ Digital Value

¥ Application Delivery

¥ Product Roadmapping

¥ Product Backlog, Estimation, and Prioritization

¥ Investment Management

6.2.1.4. Scrum and Other Product Team Practices

Description

A solid foundation of team-level organization and practice is essential as an organization scales up.
Bad habits (like accepting too much work in the system, or tolerating toxic individuals) will be more
and more difficult to overcome as the organization grows.

6.2.1.4.1. The Concept of Collaboration

Team collaboration is one of the key values of Agile. The Agile Alliance states that:

A ÒteamÓ in the Agile sense is a small group of people, assigned to the same project or effort, nearly all of
them on a full-time basis.

Teams are multi-skilled, share accountability, and individuals on the team may play multiple roles
cite:[Alliance2015]:

Face-to-face interactions, usually enabled by giving the team its own space, are essential for
collaboration. While there are various approaches to Agile, all concur that tight-knit, collaborative
teams deliver the highest value outcomes. However, collaboration does not happen just because people
are fed pizzas and work in a room together. Google has established that the most significant predictor
of team performance is a sense of psychological safety. Research by Anita Woolley and colleagues
suggests that three factors driving team performance are cite:[Woolley2015]:

¥ Equal contribution to team discussions (no dominant individuals)

Chapter 6. The Body of Knowledge 6.2. Context II: Team

DPBoKª Conformance Requirements (Level 1) 151



¥ Emotional awareness Ñ being able to infer other team members' emotional states

¥ Teams with a higher proportion of women tend to perform better (the researchers inferred this
was due to women generally having higher emotional awareness)

Other research shows that diverse teams and organizations are more innovative and deliver better
results; such teams may tend to focus more on facts (as opposed to groupthink) cite:[Rock2016].
Certainly, a sense of psychological safety is critical to the success of diverse teams, who may come from
different cultures and backgrounds that donÕt inherently trust each other.

IMPORTANT
The collective problem-solving talent of a diverse group of individuals who are
given space to self-organize and solve problems creatively is immense, and very
possibly the highest value resource known to the modern organization.

Two current schools of thought with much to say about collaboration are Lean UX and Scrum.

6.2.1.4.2. Lean UX

Lean UX is the practice of bringing the true nature of a product to light faster,
in a collaborative, cross-functional way that reduces the emphasis on thorough
documentation while increasing the focus on building a shared understanding
of the actual product experience being designed.

Ñ Jeff Gothelf, Lean UX

Lean UX is a term coined by author and consultant Jeff Gothelf cite:[Gothelf2013], which draws on
three major influences:

¥ Design thinking

¥ Agile software development

¥ Lean Startup

We briefly discussed Lean Startup  in Section 6.1.1, ÒDigital FundamentalsÓ , and the history and
motivations for Agile software development  in Section 6.1.3, ÒApplication DeliveryÓ . We will look in
more depth at product discovery techniques, and design and design thinking  subsequently. However,
Lean UX has much to say about forming the product team, suggesting (among others) the following
principles for forming and sustaining teams:

¥ Dedicated, cross-functional teams

¥ Outcome (not deliverable/output) focus

¥ Cultivating a sense of shared understanding

¥ Avoiding toxic individuals (so-called Òrockstars, gurus, and ninjasÓ)

¥ Permission to fail
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(Other Lean UX principles such as small batch sizes and visualizing work will be discussed elsewhere;
there is significant overlap between Lean UX and other schools of thought covered in this document).

Lean UX is an influential work among digital firms and summarizes modern development practices
well, especially for small, team-based organizations with minimal external dependencies. It is a broad
and conceptual, principles-based framework open for interpretation in multiple ways. We continue
with more ÒprescriptiveÓ methods and techniques, such as Scrum.

6.2.1.4.3. Scrum

Scrum is a lightweight framework designed to help small, close-knit teams of
people develop complex products.

Ñ Chris Sims/Hillary L. Johnson, Scrum: A Breathtakingly Brief and Agile Introduction

There Are No Tasks; There Are Only Stories.

Ñ Jeff Sutherland, Scrum: The Art of Doing Twice the Work in Half the Time

One of the first prescriptive Agile methodologies you are likely to encounter as a practitioner is Scrum.
There are many books, classes, and websites where you can learn more about this framework;
cite:[Sims2012] is a good brief introduction, and cite:[Rubin2012] is well suited for more in-depth study.

NOTE

ÒPrescriptiveÓ means detailed and precise. A doctorÕs prescription is specific as to what
medicine to take, how much, and when. A prescriptive method is similarly specific.
ÒAgile software developmentÓ is not prescriptive, as currently published by the Agile
Alliance; it is a collection of principles and ideas you may or may not choose to use.

By comparison, Scrum is prescriptive; it states roles and activities specifically, and
trainers and practitioners, in general, seek to follow the method completely and
accurately.

Scrum is appropriate to this Competency Area, as it is product-focused. It calls for the roles of:

¥ Product owner

¥ Scrum master

¥ Team member

and avoids further elaboration of roles.

The Scrum product owner is responsible for holding the product vision and seeing that the team
executes the highest value work. As such, the potential features of the product are maintained in a
ÒbacklogÓ that can be re-prioritized as necessary (rather than a large, fixed-scope project). The product
owner also defines acceptance criteria for the backlog items. The Scrum master, on the other hand,
acts as a team coach, Òguiding the team to ever-higher levels of cohesiveness, self-organization, and
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performanceÓ cite:[Sims2012]. To quote Roman Pichler:

The product owner and Scrum master roles complement each other: The product owner is primarily
responsible for the Òwhat" - creating the right product. The Scrum master is primarily responsible for the
Òhow" - using Scrum the right way  cite:[Pichler2010(9)].

Scrum uses specific practices and artifacts such as sprints, standups, reviews, the above-mentioned
concept of backlog, burndown charts, and so forth. We will discuss some of these further in Section
6.2.2, ÒWork ManagementÓ and Section 6.3.1, ÒCoordination and ProcessÓ along with Kanban , another
popular approach for executing work.

In Scrum, there are three roles:

¥ The product owner sets the overall direction

¥ The Scrum master coaches and advocates for the team

¥ The development team is defined as those who are committed to the development work

There are seven activities:

¥ The ÒSprintÓ is a defined time period, typically two to four weeks, in which the development team
executes on an agreed scope

¥ Backlog Grooming is when the product backlog is examined and refined into increments that can
be moved into the sprint backlog

¥ Sprint Planning is where the scope is agreed

¥ The Daily Scrum is traditionally held standing up, to maintain focus and ensure brevity

¥ Sprint Execution is the development activity within the sprint

¥ Sprint Review is the Òpublic end of the sprintÓ when the stakeholders are invited to view the
completed work

¥ The Sprint Retrospective is held to identify lessons learned from the sprint and how to apply them
in future work

There are a number of artifacts:

¥ The product backlog is the overall Òto-doÓ list for the product

¥ The sprint backlog is the to-do list for the current sprint

¥ Potentially Shippable Increment (PSI) is an important concept used to decouple the teamÕs
development activity from downstream business planning; a PSI is a cohesive unit of functionality
that could  be delivered to the customer, but doing so is the decision of the product owner

Scrum is well grounded in various theories (process control, human factors), although Scrum team
members do not need to understand theory to succeed with it. Like Lean UX, Scrum emphasizes high-
bandwidth collaboration, dedicated multi-skilled teams, a product focus, and so forth.
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The concept of having an empowered product owner readily available to the team is attractive,
especially for digital practitioners who may have worked on teams where the direction was unclear.
Roman Pichler identifies a number of common mistakes, however, that diminish the value of this
approach cite:[Pichler2010(17-20)]:

¥ Product owner lacks authority

¥ Product owner is overworked

¥ Product ownership is split across individuals

¥ Product owner is ÒdistantÓ Ñ not co-located or readily available to team

Scrum and Shu-ha-ri

In the Japanese martial art of aikido, there is the concept of shu-ha-ri, a form of learning progression.

¥ Shu: the student follows the rules of a given method precisely, without addition or alteration

¥ Ha: the student learns theory and principle of the technique

¥ Ri: the student creates own approaches and adapts technique to circumstance

Scrum at its most prescriptive can be seen as a shu-level practice; it gives detailed guidance that has
been shown to work.

See cite:[Fowler2006] and cite:[Cockburn2007(17-18)]

6.2.1.4.4. More on Product Team Roles

Boundaries are provided by the product owner and often come in the form of
constraints, such as: "I need it by June", "We need to reduce the per-unit cost by
half", "It needs to run at twice the speed", or "It can use only half the memory
of the current version".

Ñ Mike Cohn, Succeeding with Agile Software Development Using Scrum

Marty Cagan suggests that the product team has three primary concerns, requiring three critical roles
cite:[Cagan2008]:

¥ Value: Product Owner/Manager

¥ Feasibility: Engineering

¥ Usability: User Experience Design

Jeff Patton represents these concepts as a Venn diagram (see Figure 48, ÒThe Three Views of the
Product TeamÓ, similar to cite:[Patton2014]).
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Figure 48. The Three Views of the Product Team

Finally, a word on the product manager. Scrum  is prescriptive around the product owner  role, but
does not identify a role for product manager . This can lead to two people performing product
management: a marketing-aligned ÒmanagerÓ responsible for high-level requirements, with the Scrum
Òproduct ownerÓ attempting to translate them for the team. Marty Cagan warns against this approach,
recommending instead that the product manager and owner be the same person, separate from
marketing cite:[Cagan2008(7-8)].

In a subsequent section, we will consider the challenge of product discovery Ñ at a product level, what
practices do we follow to generate the creative insights that will result in customer value?

Evidence of Notability

Product team structure and practices are widely debated and discussed in the industry, particularly in
the Agile community. Notable conferences include Agile Alliance and Global Scrum Gathering. Many
books are published on Scrum and related product team organization topics; e.g., cite:[Rubin2012,
Gothelf2013, Sutherland2014],

Limitations

Product team structure and practices are only relevant when there is a concept of product. Some
digital work may be framed as projects, where structures are temporary and objectives are more
constrained.

Related Topics

¥ Digital Value

¥ Application Delivery

¥ Product Backlog, Estimation, and Prioritization
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¥ Work Management

¥ Organization and Culture

6.2.1.5. Product Planning

Description

6.2.1.5.1. Product Roadmapping and Release Planning

Creating effective plans in complex situations is challenging. Planning a new product is one of the most
challenging endeavors, one in which failure is common. The historically failed approach (call it the "
planning fallacyÓ) is to develop overly detailed (sometimes called ÒrigorousÓ) plans and then assume
that achieving them is simply a matter of Òcorrect executionÓ (see Figure 49, ÒPlanning FallacyÓ).

Figure 49. Planning Fallacy

Contrast the planning fallacy with Lean Startup  approaches, which emphasize ongoing confirmation of
product direction through experimentation. In complex efforts, ongoing validation of assumptions and
direction is essential, which is why overly plan-driven approaches are falling out of favor. However,
some understanding of timeframes and mapping goals against the calendar is still important. Exactly
how much effort to devote to such forecasting remains a controversial topic with DPM professionals,
one we will return to throughout this document.

Minimally, a high-level product roadmap is usually called for: without at least this, it may be difficult to
secure the needed investment to start product work. Roman Pichler recommends the product roadmap
contains:
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¥ Major versions

¥ Their projected launch dates

¥ Target customers and needs

¥ Top three to five features for each version cite:[Pichler2010(41)]

More detailed understanding is left to the product backlog , which is subject to ongoing ÒgroomingÓ;
that is, re-evaluation in light of feedback .

6.2.1.5.2. Backlog, Estimation, and Prioritization

The product discovery and roadmapping activity ultimately generates a more detailed view or list of
the work to be done. As we previously mentioned, in Scrum  and other Agile methods this is often
termed a backlog. Both Mike Cohn and Roman Pichler use the DEEP acronym to describe backlog
qualities cite:[Cohn2010(243),Pichler2010(48)]:

¥ Detailed appropriately

¥ Estimated

¥ Emergent (feedback such as new or changed stories are readily accepted)

¥ Prioritized

Figure 50. Backlog Granularity and Priority

The backlog should receive ongoing ÒgroomingÓ to support these qualities, which means several things:

¥ Addition of new items
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¥ Re-prioritization of items

¥ Elaboration (decomposition, estimation, and refinement)

When Òdetailed appropriatelyÓ, items in the backlog are not all the same scale. Scrum and Agile
thinkers generally agree on the core concept of " storyÓ, but stories vary in size (see Figure 50, ÒBacklog
Granularity and PriorityÓ , similar to cite:[Pichler2010]), with the largest stories often termed ÒepicsÓ.
The backlog is ordered in terms of priority (what will be done next) but, critically, it is also understood
that the lower-priority items, in general, can be larger-grained. In other words, if we visualize the
backlog as a stack, with the highest priority on the top, the size of the stories increases as we go down.
(Don Reinertsen terms this progressive specification ; see cite:[Reinertsen1997(176-177)] for a detailed
discussion.)

Estimating user stories is a standard practice in Scrum and Agile methods more generally. Agile
approaches are wary of false precision and accept the fact that estimation is an uncertain practice at
best. However, without some overall estimate or roadmap for when a product might be ready for use,
it is unlikely that the investment will be made to create it. It is difficult to establish the economic value
of developing a product feature at a particular time if you have no idea of the cost and/or effort
involved to bring it to market.

At a more detailed level, it is common practice for product teams to estimate detailed stories using
ÒpointsÓ. Mike Cohn emphasizes: ÒEstimate size, derive durationÓ (cite:[Cohn2006], p.xxvii). Points are
a relative form of estimation, valid within the boundary of one team. Story point estimating strives to
avoid false precision, often restricting the teamÕs estimate of the effort to a modified Fibonacci
sequence, or even T-shirt or dog sizes cite:[Cohn2006(37)] as shown in Table 6, ÒAgile Estimating
ScalesÓ (similar to cite:[Cohn2006(37)]).

Mike Cohn emphasizes that estimates are best done by the teams performing the work
cite:[Cohn2006(51)]. We will discuss the mechanics of maintaining backlogs in Section 6.2.2, ÒWork
ManagementÓ.

Table 6. Agile Estimating Scales

Story point T-Shirt Dog

1 XXS Chihauha

2 XS Dachshund

3 S Terrier

5 M Border Collie

8 L Bulldog

13 XL Labrador Retriever

20 XXL Mastiff

40 XXXL Great Dane

Backlogs require prioritization. In order to prioritize, we must have some kind of common
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understanding of what we are prioritizing for . Mike Cohn, in Agile Estimating and Planning , proposes
that there are four major factors in understanding product value:

¥ The financial value of having the features

¥ The cost of developing and supporting the features

¥ The value of the learning created by developing the features

¥ The amount of risk reduced by developing the features cite:[Cohn2006(80)]

In Section 6.2.2, ÒWork ManagementÓ we will discuss additional tools for managing and prioritizing
work, and we will return to the topic of estimation in Section 6.3.2, ÒInvestment and PortfolioÓ .

Evidence of Notability

Product roadmaps are one of the first steps towards investment management and strategic planning.
There are robust debates around estimation and planning in the Agile community.

Limitations

Roadmaps are uncertain at best. They are prone to false precision and the planning fallacy.

Related Topics

¥ Digital Value

¥ Work Management

¥ Investment and Portfolio

6.2.2. Work Management

Area Description

When a team or a startup hires its first employees, and increases in size from two people to three or
four, it is confronted with the fundamental issue of how work is tracked. The product team is now
getting feedback from users calling for prioritization, the allocation of resources, and the tracking of
effort and completion. These are the critical day-to-day questions for any business larger than a couple
of co-founders:

¥ What do we need to do?

¥ In what order?

¥ Who is doing it?

¥ Do they need help?

¥ Do they need direction?

¥ When will they be done?

¥ What do we mean by done?
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People have different responsibilities and specialties, yet there is a common vision for delivering an IT-
based product of some value. How is the work tracked towards this end? Perhaps the team is still
primarily in the same location, but people sometimes are off-site or keeping different hours. Beyond
product strategy, the team is getting support calls that result in fixes and new features. The initial signs
of too much work-in-progress (slow delivery of final results, multi-tasking, and more) may be starting
to appear.

The team has a product owner. They now institute Scrum  practices of a managed backlog, daily
standups, and sprints. They may also use Kanban-style task boards or card walls (to be described in
this Competency Area), which are essential for things like support or other interrupt-driven work. The
relationship of these to your Scrum practices is a matter of ongoing debate. In general the team does
not yet need full-blown project management (covered in Context III). The concept of " ticketingÓ will
likely arise at this point. How this relates to your Scrum/Kanban approach is a question.

Furthermore, while Agile principles and practices were covered in previous Competency Areas, there
was limited discussion of why  they work. This Competency Area covers Lean theory of product
management that provides a basis for Agile practices; in particular, the work of Don Reinertsen.

The Competency Area title ÒWork ManagementÓ reflects earlier stages of organizational growth. At this
point, neither formal project management, nor a fully realized process framework is needed, and the
organization may not see a need to distinguish precisely between types of work processes. ÒItÕs all just
workÓ at this stage.

6.2.2.1. Work Management and Lean

Description

Product development drives a wide variety of work activities. As your product matures, you encounter
both routine and non-routine work. Some of the work depends on other work getting done. Sometimes
you do not realize this immediately. All of this work needs to be tracked.

Work management may start with verbal requests, emails, even postal mail. If you ask your colleague
to do one thing, and she doesnÕt have anything else to do, it is likely that the two of you will remember.
If you ask her to do four things over a few days, you might  both still remember. But if you are asking
for new things every day, it is likely that some things will get missed. You each might start keeping your
own Òto doÓ list, and this mechanism can handle a dozen or two dozen tasks. Consider an example of
three people, each with their own to do list (see Figure 51, ÒWork Flowing Across Three To-Do ListsÓ ).
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